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“ InPrivate (5) Nessus Professional / Settings / = X
. :
C Fs https:/localhost
s’:.?tenable Nessus Professional Scans Settings
SETTINGS About =
]
2 Overview Software Update Encryption Password Events
Nessus Professional Version 10 Plugins
Version 10.6.4 (#5) WINDOWS Last Updated December 14 at 9:42 PM
License Expiration June 23,2024 Uy
Plugin Set 202312142142
Policy Template Version 202312121410
Activation Code 75i
Nessus Professional / Scans /I X +
c - Htps://localhost
B 7 tenable Nessus Professional  Scans Settings
7

DL | - DS—’I GSCNS—RM_UHD / Configuration

¢ B:
|

Settings Credentials Compliance Plugins

RESOURCES General Settings

Name D5-165CN5-RM_UHD

Description

DISCOVERY

ASSESSMENT

My Scans
REPORT Folder y

ADVANCED
Targets 192.168.130.54
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Scan Information

Start time: Fri Dec 15 09:35:08 2023
End time: Fri Dec 15 09:44:53 2023

Host Information

IP: 192.168.130.54
05: VMware ESXi

Vulnerabilities

51192 - S5L Certificate Cannot Be Trusted

Bl Synopsis
?‘F'-‘ pg ...............................................................................................................................................................................

The SSL certificate for this service cannot be trusted.

Description

The server's X.509 certificate cannot be trusted. This situation can occur in three different ways, in which
the chain of trust can be broken, as stated below :

- First, the top of the certificate chain sent by the server might not be descended from a known public
certificate authority. This can occur either when the top of the chain is an unrecognized, self-signed
certificate, or when intermediate certificates are missing that would connect the top of the certificate chain
to a known public certificate authority.

- Second, the certificate chain may contain a certificate that is not valid at the time of the scan. This can
occur either when the scan occurs before one of the certificate's 'notBefore' dates, or after one of the
certificate's ‘notAfter' dates.

- Third, the certificate chain may contain a signature that either didn't match the certificate's information
or could not be verified. Bad signatures can be fixed by getting the certificate with the bad signature to be
re-signed by its issuer. Signatures that could not be verified are the result of the certificate's issuer using a
signing algorithm that Nessus either does not support or does not recognize.

If the remote host is a public host in production, any break in the chain makes it more difficult for users
to verify the authenticity and identity of the web server. This could make it easier to carry out man-in-the-
middle attacks against the remote host.
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See Also

https:/fwww.itlLint/rec/T-REC-X.509/en
https:/fen.wikipedia.org/wiki/fX.509

Solution

Purchase or generate a proper S5L certificate for this service.

Risk Factor

Medium

VS5 v3.0 Base Score

6.5 (CV55:3.0/AVIN/ACL/PRINAULN/S:U/C:L/ELFAIN)

CVS5 v2.0 Base Score

6.4 (CVES52#AVINFAC:LFALEN/CPLPAACN)

Plugin Information

Published: 2010/12/15, Modified: 2020/04/27

Plugin Output

The follewing certificate was part of the certificate chain
sent by the remote host, but it has expired :

| =Subject

C L ule City/O=Security Corporation/CH=Security Corporation
| =Moot Aftar : Sep 03 1

:04:59 2015 GMT

The [:'_'_D'u'lf‘:l._".' cartificate was at the Eap af the certificate
chain sent by the remoate host, but it is signed by an unknowm
cercificare antharity :

3fL=Dafault City/O=Security Corporation/C

=Security Corporation
Corporation

| =Subject :

| =Issuer : C=l3/Le=Default City/O=Security Corporation/CH=Security
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15901 - 55L Certificate Expiry

Synopsis

The remote server's SSL certificate has already expired.

Description

This plugin checks expiry dates of certificates associated with 55L- enabled services on the target and
reports whether any have already expired.

Solution

Risk Factor

Medium

CVS5 v3.0 Base Score

5.3 (CVSS:5.0/AVN/ACL/PRIN/ULN/S:IUMCIN LA AIN)

CVS5 v2.0 Base Score

5.0 (CVSES2#AVNFAC:LFALEN/CNS:PAAIN)

Plugin Information

Published: 2004/12/03, Modified: 2021/02/03

Plugin Output

tcp/443

The BSSL certificate has already expired :

Subject : C=13, L=Default City, O=Security Corporation, CH=Seacurity Corparation
Izsuer : C=13, L=Default City, O=Security Corporation, CH=Security Corparation
Hot walid baefare : Sep 3 17:04:59 2014 GMT
Hot walid after D Sep 3 17:04:59 20135 GHMT

2.168.130.5
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Synopsis

The S5L certificate chain for this service ends in an unrecognized self-signed certificate.

Description

The ¥.509 certificate chain for this service is not signed by a recognized certificate authority. If the remote
host is a public host in production, this nullifies the use of S5L as anyone could establish a man-in-the-
middle attack against the remote host.

Mote that this plugin does not check for certificate chains that end in a certificate that is not self-signed, but
is signed by an unrecognized certificate authority.

Solution

Purchase or generate a proper SSL certificate for this service.

Risk Factor

VS5 v3.0 Base Score

6.5 (CVS5:3.0VAVNFAC:L/PRINFULN/SIUACLA:LYAZN)

VS5 v2.0 Base Score

6.4 (CVSS52#AVIN/AC:LFALN/C:P/:P/AN)

Plugin Information

Published: 2012/01/17, Modified: 2022/06/14

Plugin Output

tcp/443

The following certificare was found at the top of the certificate
chain sant by the remate host, but is self=gigned and was nat
found in the list aof known certificate authoricies :

| =Subject : C=l3/L=Default City/O=Security Corporation/CN=Security Corporation
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File Edit Viev o Capture Analyze Statistics Telephony Wireless Tools Help
Qe f IE E QAQQE
: Time Source Destination Protocol Length Info
i 1 6.000000 192.168.130.15 192.168.136. TCP 66 54. » 443 [SYN] Se
7 3.080076 192.168.130 197 L TCP 66
3 0.0L88%5 192.168.130.54 £
4 8.980152 192.168.138.159
1 30.15 Details
6 8.861153 192.168.1308.159
T 9 File
r—] - 8 0.001268 192.168.130.54
ﬁ 7T 9 8.816447 192_168.1308.54 Name:
2 m 10 6.916786 192.168.1308.15
;Ji.»ﬂ 1 ) 1 Length:

12 9.016773 192.168.130.54
13 8.816773 192.168.130.54
14 8.016794 192.168.138.15
15 B.0168 32.168.130.15
16 0.016829 192.168.130.54

Frame 1: 66 bytes on wire (528 bit
Ethernet II, Src: MicroStarINT_7
Internet Protocol Version 4, S |

Transmission Control Protocol, Sr
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118.163.81.61 = NTP

192.168.130.52 3 :#Z i T #rid &2 IPCAM 1 |P
192.168.130.54  #&% = IP

192.168.130.159 % Bl:E 7 & IP

File Edit View
ADAdG mMmEERE Qe=>2¢ IE E Qaqaqm

pture Analyze Statistics Telephony Wireless Tools Help

Time £ Wireshark - Endpoints - analysis.pcap
Endpoint Settings Ethernet-4 | IPv4-4  IPv6 | TCP-295  UDP-1311
= E Bytes Country City Latitude
\a

Limit to display filter

Taoyuan District  24.9

» Frame 1: 66
¢ Ethernet II,
* Internet Prc

(M Transmissi

Protocol
Bluetooth
BPv7
DCCP
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: InPrivate (5) im] D Device Information

(@ A &= | 192.168.13054

v RERTE
> REWE
v |P R
> BEHR f=imtl il DS-165GNS-RM UHD

TN 51075 |
74:56:3c:4a:a4:55, 74:56:3c:4a:a4.56

> BREHESY

> BEMIKE Embedded Linux

Linux version 5.18.15

v BEREHER

> BERE

Intel(R) family
Gigabit Ethernet Card 10/100/1000 Mbps

> EHEREER

> EERERE

;"F/’FLF]H " InPrivate (5) im} D System Upgrade

) A FEE | 192.168.130.54

REEFER

v (Rigin ﬁlﬁﬁﬁ DIGIARRY SR

> HRERE

v IP @ HESEH

> EEHERE -Elm=d | EEEE | update 5.1.0.75-3.enc

BEREE
’ Rl BT MEREMEE - FHEEMH NVR #8825 - 5

( £ )

> EEHIRE

v BEREFER
> BERE

- TEM R EEASTm

o927

E LT 2023/12/15 =
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S InPrivate (5) 1m}

em FW Upgrade

(e AT 192.168.130.54

InPrivate (5) m] [ Log System

&< O A T== | 192.168.130.54

R

2023/12/15 09:34:19 infa

SYSTEM | LocalHost

BREIERAZE LR B ERS L EECEIE
NVR % #t4ces
=B CRBIAI V| EB o] <« < > > SEERINEY
e

B EREE ECbE RE IP firiik M2

[NVR] Firmware upgrade had successed

SYSTEM | LocalHost

2023/12/15 09:33:58  notice
2023/12/15 09:33:42 info | SYSTEM
2023/12/15 09:33:42 info | SYSTEM

LocalHost

LocalHost

[NVR] netwerk eth1 is connected.
[NVR] Watchdog On
[NVR] System is ready for starting up W
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Tabs Help =

kali binwalk

ADATA geckodriver TP link test
HD710 PRO .log

h

NVR_DVR | DIGIEVER

L

GV2.py

Recent
Home
Desktop
Documents

Downloads

_update_5.1.0.75-3.enc.extracted b ‘:‘ |E‘ :__: |:| @ & ¢

¥ | Size Modified

3items

786.4 MB

Music File Edit

[ Pictures
Videos

@ Trash

g] 7T python_

firefox

éL:uil_d4

D-link
Il

PG
test.jpg

firmw
test

Tabs Help

kali binwalk
Files ¥

TA geckodriver i
HD710 PRO log

root@kali: /media/root/ADATA HD710 PRO/NVR _DVR/DIGIEVER

View Search Terminal Help

oo

1C295DC2C23DE

StuffIt Delu
StuffIt Delu

h

L

Vo)

GV2.py

D Recent
Home
Desktop
Documents
Downloads

Music
mount-

shared-

s

Name Size

i REE 419.8MB
[y 2socsasesi 151.2MB

& 7843F27.sit 660.3MB

on 10, Fil

Fil

< > ‘4 NVR_DVR  DIGIEVER | _update_5.1.0.75-3.enc.extracted n |_| o600

Modified

16:09

16:11

16:08
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£8 PuTTY Configuration X
Cateqgory:
i G L e
Logging Specify the destination you want to connect to
=)~ Terminal : =
- Keyboard .
- Bell 152.168.130.54 2
- Features Connection type:
il Wllnclr O55H (OSeidl (OCther:  Telnet
- Appearance
- Behaviour Load, save or delete a stored session
_ - Translation )
E%’] T i Saved Sessions
=2 0 - Colours
P F [=)- Connection Default Settings Load
- Data
- Proxy Save
- S5H
- Seral B
- Telnet
- Rlogin
- SUPDUP Close window on exit:
() Aways (O MNever € Only on clean exit
About Cpen Cancel
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PuTTY Fatal Error

6 Metwork error: Connection refused

#% PuUTTY Configuration X
Categary:
' —|- Session ' Basic options for your PUTTY session
L L.-:nglging Specify the destination you want to connect to
=~ Termina !
BT Host Mame (or IP address) Paort
- Bel 192.168.130.54 23
- Features Connection type:
=1 Window (J55H () Serial @ 0Other:  Telnet v
- Appearance
- Behaviour Load, save or delete a stored session
-~ Translation Saved Sessions
+- Selection
- Colours _ =
=~ Connection Default Settings Load
.. Diata
- Pray Save
- 55H
H : Delete
- Serial
- Telnet
- Rlogin
- SUPDUP Close window on ext:
(D Bways () Never € Only on clean exit
About | Open ] Cancel
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(b) PlsEP e A%kEER 2 2T 24 5 2 3 lnjectionz Cross-Site Scripting(XSS) § %
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(€) AP @ BRERREL FAFEFRL ERFRIREY -
(d) #RIE* 5 SRBIE2-
() PRI I
(1) #RAT "Rl Faids 2 o
(2) Brep T 3246 > e 23 @ * htp2 httpst %
Q) et B R f BEFHr 1L HEBERERET 1o REILFH -
(4) #wARZSB B 1L 972 2 2 34 > B F 75 2514 Injection 2 XSSz F % sc ¥ b '& o
(f) RlFEE -
WL T EEAG > 2 5 il Injection® XSS & st R s o
AP IEREAETERAG -
% 4 @ Injectionz XSSF % 5o # b '& %% OWASP web Top 100!
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PlEfcfR A ¢ ZAP 2.14.0
IR Sl R RS R R RELE ~ IPCAMIRIE mid i
BIFRIPCAMzZ. =4t ¢ 192 168.130.54 O% i i
®* ZAPH iAok 2 T A% 0 7 3% 2518 OWASP web Top 10 [3]2 o* if *
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W Scan Policy *®
! g, ¥ | |njection 2]
S .PDHW Test Name Threshold Strength Status
Client Browser ;
Infarmation Gatherin Cloud Metadata Potentially Exposed Default Default Release
m CRLF Injection Default Default Release
Miscellaneous Cross Site Scripting (Persistent) Default Default Release
Server Security Cross Site Scripting (Persistent) - Pr._. Default Default Release
i Cross Site Scripting (Persistent) - S... Default Default Release
g] T Cross Site Scripting (Reflected) Default Default Release
o Format String Error Default Default Release
Eﬁ»ﬂg Parameter Tampering Default Default Release
Server Side Code Injection Default Default Release
Server Side Include Default Default Release
SQLFEA Default Default Release
! SQL EA - Hypersonic SQL Default Default Release
SQLFEA - MsSQAL Default Default Release
SQLEA - MySQL Default Default Release
SQLiEA - Oracle Default Default Release
| Thresholds and strengths can be changed by clicking on them Cancel OK
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HE WIS WS Analyse  Report = Camera Settings +
[ty v 8 [
S 4 cC BOAL /192.168.130.54/
nes
e HE =
= Contexts
[Z] Default Context
@ Sites
1Y https:iflocalhost:9443 =
. Camera Settings ‘ 2
=R Sites @ )|
1™ GETH .
5 s o o Start =
L1 [ GET:SWversion.logtimest. ¢ 29 ) Quick Configuration Start %‘
5 X |
_1 ¥ GET:cfg_camera_settings. y 2
S M 05 camera Camera Settings a |
= A %
U] [ GETxcss P2 Camera Settings off @)
R css o3 Camera No. |2 V| 0 D(‘U !
- I p > Camera Parameter —————
_| ¥ GET-favicon.ico {-U > eramiieTe |Camera 7 I @
] GET-image D gmams ‘]— 2]
L1 image . =
[ ¥ GETindex htm History WebSockets @)D b

= History @23 # WebSockets ) Active Scan & % =

@ » New Scan Progress: 0: http:/192.168.130.54 ~

Sent Messages Filtered Messages

Alerts 80 U3 U6 6 Main Proxy: localhost 8080

= </ Current Scans: 0 Num Requests: 5907 New Alerts: 147 ¢ FEH

)

ID il BT E 5 [l FERS S B Meth. URL Co_ Reason R SizeResp Hea . SizeResp B. B
bl 2ULSIN212L MHSL . LULSN12Z S 2. LBEL NIPAHTYZ 1bE 150541000 cgl 4Us FOMDIOO.. 1. SUD (YITEH 341 {1 TTRH
6,2.. 2023112/22 F4F3:2.. 202312/22 T43:2.. GET  hitp://192.168.130.54/image/digiever 403 Forbidd... 1... 305 (/&0 341 el
6,2.. 2023112/22 F4F3:2... 20231222 F43:2.. GET  hitp://192.168.130.54/js 403 Forbidd... 8 ... 305 {Irm&l 341 firmal
6,2.. 20231222 F3:2... 20231222 T43:2... GET  hitp://192.168.130.54/login.cgi 403 Forbidd... 7 ... 305 {rom&d 341 firomEl
6,2 202311222 T43:2_. 20231222 T432. GET  hitp://192 168.130 54fs 403 Forbidd_. 7 . 305 {74l 341 (i
6,2.. 2023112/22 F4F3:2.. 20231222 T43:2... GET  hitp://192.168.130.54/login.cgi 403 Forbidd... 6 ... 305 (/&0 341 el
6,2.. 2023112/22 F4F3:2... 20231222 T43:2.. GET  hitp://192.168.130.54/js 403 Forbidd... 6 ... 305 {Irmél 341 firmEl
6,2.. 20231222 FF3:2... 20231222 F43:2... GET  hitp://192.168.130.54/login.cgi 403 Forbidd... 6 ... 305 {Irm&H 341 firmal
6,2 202311222 T43:2 . 20231222 T432 . GET  hitp://192 168.130 54fs 403 Forbidd . 6 305 {irm4l 341 (i
6,2.. 2023112/22 FF3:2.. 20231222 T43:2.. GET  hitp://192.168.130.54/login.cgi 403 Forbidd... 8 ... 305 (/T4 341 el
6,2.. 2023112/22 T332, 20231222 T43:2... GET  hitp://192.168.130.54/login.cgi 403 Forbidd... 5... 305 (7780 341 firEl
6,2.. 20231222 F3:2... 20231222 F43:2... GET  hitp://192.168.130.54/login.cgi 403 Forbidd... 5... 306 {irmél 341 firmal

CurrentScans @ 0 &0 ®0 D0 @0 0 %0 %0
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ZAP Scanning Report
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= Alert counts by risk and confidence

= Alert counts by site and risk

E%‘J T = Alert counts by alert type

;ﬁb pg = Alerts

= Risk=Medium, Confidence=High (1)
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= Risk=Medium, Confidence=Low (1)}

= Risk=Low, Confidence=High (1)

= Risk=low, Confidence=Medium (4)
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= Appendix
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About this report

Report parameters

Contexts
No contexts were selected, so all contexts were included by default.
Sites
The following sites were included:
= http://192.168.136.54
(If no sites were selected, all sites were included by default.)

An included site must also be within one of the included contexts for its data to be
included in the report.

Risk levels

Included: High, Medium, Low, Informational
Excluded: None

Confidence levels

Included: User Confirmed, High, Medium, Low

Excluded: User Confirmed, High, Medium, Low, False Positiwve
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Summaries

Alert counts by risk and confidence

This table shows the number of alerts for each level of risk and confidence included in the
report.

(The percentages in brackets represent the count as a percentage of the total number of alerts
included in the report, rounded to one decimal place.)

IIIIIIIIIIIIIIIIIIIIIIIIiEiHHH%HHHIIIIIIIIIIIIIIIIIIIIIIII

User
Confirmed High Medium Low Total
High 0 0 0 0 i}
(e.0%) (e.0%) (e.0%) (e.0%) (e.a%)
Medium 0 1 1 1 =
(@.0%) (7.1%) (7.1%) (7.1%) (21.4%)
Low 0 i 4 0 5
(@.0%) (7.1%) (28.6%) (B.0%) (35.7%)
Informational 0 i 4 1 6
(@.0%) (7.1%) (28.6%) (7.1%) (42.9%)
Total 0 2 9 2 14
(8.0%) (21.4%) (64.3%) (14.3%) (100%)

Alert counts by site and risk

This table shows, for each site for which one or more alerts were raised, the number of alerts
raised at each risk level.

Alerts with a confidence level of "False Positive” have been excluded from these counts.

(The numbers in brackets are the number of alerts raised for the site at or above that risk
level.)

— 83__
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Informational

High Medium Low (>= Informatio

(= High) (>= Medium) (»= Low) nal)

http://192.168.130.54 0 3 5 6

Site (e) (3) (8) (14)

Alert counts by alert type

This table shows the number of alerts of each alert type, together with the alert type's risk
level.

(The percentages in brackets represent each count as a percentage, rounded to one decimal
place, of the total number of alerts included in this report.)

Alert type CRisc W Count |

Absence of Anti-CSRF Tokens Medium &
(42.9%)

Content Security Policy (CSP) Header Not Set Medium 23
(164.3%)

Vulnerable 1S Library Medium |
(7.1%)

Cookie No HttpOnly Flag Low |
(7.1%)

Cookie without SameSite Attribute Low 1
(7.1%)

Private IP Disclosure Low 4
(28.6%)

Server | eaks Version Information via "Server" HTTP Low 66
Response Header Field (471.4%)
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X-Content-Type-Options Header Missing Low 65
(464.3%)

Authentication Request Identified Informational 2
(14.3%)

Content-Type Header Missing Informational 2
(14.3%)

Information Disclosure - Suspicious Comments Informational 30
(214.3%)

Modern Web Application Informational 10
(71.4%)

Session Management Response Identified Informational 2
(14.3%)

User Agent Fuzzer Informational 147
(1,050.0%)

Total 14
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6261 ONVIF BEFIER 1 » FEE IR

HEERH 2 2Re411 Bed12 2 EH0E V FEMBONVE HFIR & 3F Hosts
H -
(O ONVIF Device Test Tool - 192.168.130.54 = O

File Help

Discovery Management Conformance Test Diagnostics Debug
Device Under Test Information
NIC: | 192.168.0.22 (Z.AA808) = EF Address:

(O] Use Hardware Notation

Type:

@ Enable search options Device IP: 192.168.130.54 Prabe

Scopes: Device Service Address: e Check
User Name
Password:
Scopes:

Discover Devices
IP uuio Hardwar:
Error X

gﬁu ﬂg Unexpected error occurred: Device did not respond or device
type is not NetworkVideoTransmitter

EE
Metadata Version:
Brand: <Press Check to get information=
Madel: <Press Check to get information=
Serial Number: <Press Check to get information=
Firmware Version: <Press Check to get information>
Clear
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© OMVIF Device Test Tool - 192.168.130.54
File Help

Discovery Management Corformance Test Diagnostics Debug

NIC:  152.168.0.22 (Z3fE) ks
[C) Use Hardware Notation

@ Enable s=arch options

Scopes:

Discover Devices

IP uuio Hardwar:

rﬁ;] 7‘1‘ Error

FERBONVIE IR » JF Hosts

o

type is not MetworkVideoTransmitter

— O 5%
Device Under Test Information
EP Address:
Type:
Device IF: 192.163.130.54 Probe
Device Service Address: ~ Check
User Name
Password:
Scopes:
Unexpected error occurred: Device did not respond or device
BE
Metadata Version:
Brand: <Press Check to get information:
Model: «Press Check to get information:
Serial Mumber: <Press Check to get information
Firmware Version: <Press Check to get information=
Clear
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O ONVIF Device Test Tool - 192.168.130.54 = = X
File Help
Discovery Management Conformance Test Diagnostics Debug

Device Under Test Information

NIC: | 192.168.0.22 (ZZ808) EP Address:

[ Use Hardware Notation Type:

@ Enable szarch options Device IP: 152.168.130.54 Probe

Scopes: Device Service Address: ~ Check
User Name
Password:
Scopes:

Discover Devices
IP uuio Hardware|
Error X
Unexpected error occurred: Device did not respond or device
type is not NetworkVideoTransmitter
BE
Metadata Version:
Brand: <Press Check to get information>
Madel: <Press Check to get information>
Serial Mumber: <Press Check to get information>
Fimware Version: <Press Check to get information:
Clear
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P .
- InPrivate {4)

O
A

[ Log System

= O hitps

DIGIEVER

v RERE
> RERE

v IP WmEH
> BEMRE

] T
;ﬁb p? > BERSH
> EERIRE
v BEEBHEE
> BERE
> BFERKEEE
> FHEREAE
> EFEH#
v HHIREE
> iSCSsl

192.168.130.54

EN G
BriERELE BErERELE EEENTE
NVR %4z
EE A CRRIAL v EHBT V] <« < > s SEBESANENZ v

[ ]

[ ewaws |m| 6w | eow  wa |

2023/1219 14:34:21
202311219 14:33:34
2023/12/19 14:33:34
2023/1215 09:34:19
2023/12/15 09:33:58
2023/12/15 09:33:42
2023/12/15 09:33:42
2023/12/06 13:54:33
2023/12/06 13:54:18
2023/12/06 13:54:18
2023/12/06 13:52:51
2023/12/06 13:46:32

notice
info
notice
info
notice
info
info
notice
info
info
alert
info

SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM

LocalHost
LocalHost
LocalHost
LocalHost
LocalHost
LocalHost
LocalHost
LocalHost
LocalHost
LocalHost
LocalHost
LocalHost

[NVR] network eth1 is connected
[NVR] Watchdog On
[NVR] System had not been shutdown normally.
[NVR] Firmware upgrade had successed
[NVR] netwark eth1 is connected.
[NVR] Watchdog On
[NVR] System is ready for starting up.
[NVR] netwaork eth1 is connected.
[NVR] Watchdog On
[NVR] System is ready for starting up
[NVR] Detection: system resource unavailable.
[NVR] Watchdog On
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77
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InPrivate (4) 1m)

A%

@]

DIGIEVER

hitps

[ Log System

192.168.130.54,

v RIERTE
> tEaE

v IP W
> WRHRE
> WEHEH
> R RE

v BEREFER
> BERTE
> BHEAREER
> BHERERE
> BT

v FEREE
> iscs

EYEG

ERR ik

BEIERE L

ERFERAELE

A Al ~ | £RBI Al vIE#1 v| <<
HEAREE A | RS 1P firk b5z
222N info admin 102.168.130.43 HTTP
222N info Admin 192.168.13043 HTTP
203121 info user 10216813043 HTTP
A22A o user 192168.13043 HTTP
2232 info user 10216813043 HTTP
A2NAY oMo admin 192.168.13043 HTTP
22320 info admin 102.168.130.43 HTTP

e SES

BLERELE

<

i

ERTNGCH

= B>

SEEREREN 20

MR
[USER] Login Success:Edge

[USER] Login Failure:Edge [Wrong Username or
Password]

[USER] Log out from Edge

[USER] Login Success:Edge

[USER] Login Failure:Edge [Wrong Username or
Password]

[USER] Login Failure:Edge [Wrong Username or
Password]

[USER] Log out from Edge

ana9MaM0

T8 =X

7l 7
e

[
4

,V

InPrivate (4) 1w}

G A&-

DIGIEVER

https

[ Log System

192.168.130.54,

v RERE

> RIERE

v IP WEH
> BEMRE
> BEHSY
> RS

¥ BEREMHER

> BrEREER
> BrERERE
> EFBH

v HIREIE
> iscsl

IR
FilERE L ELERELs BEFNTH
NVR &2
EE VIBBIAT V| EBT V] <« < > > SHERENENDH v

2023/12/19 14:34:21 notice | SYSTEM LocalHost [NVR] network eth1 is connected
2023/12119 14:33:34 | info | SYSTEM | LocalHost [NVR] Watchdog On B Fﬁj fﬁ B
2023/12/19 14:33:34 notice | SYSTEM LocalHost [NVR] System had not been shutdown normally.
2023/12/15 09:34:19 info SYSTEM | LocalHost [NVR] Firmware upgrade had successed
2023/12/15 09:33:58 notice | SYSTEM LocalHost [NVR] netwaork eth1 is connected.
2023/12/15 09:33:42 info SYSTEM LocalHost [NVR] Watchdog On

2023/12/15 09:33:42 info SYSTEM LocalHost [NVR] System is ready for starting up.
2023/12/06 13:54:33 notice | SYSTEM LocalHost [NVR] netwaork eth1 is connected.
2023/12/06 13:54:18 info SYSTEM LocalHost [NVR] Watchdog On

2023/12/06 13:54:18 info SYSTEM LocalHost [NVR] System is ready for starting up.
2023/12/06 13:52:51 alert | SYSTEM | LocalHost [NVR] Detection: system resource unavailable
2023/12/06 13:46:32 info SYSTEM LocalHost [NVR] Watchdog On
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7 = 3

" InPrivate (4) (] D Log System

= © A FZE | hips//192.168.13054

DIGIEVER

RARACER
> HRRRE BRiEAE L s ERFLCHE ERFRTE
v IP @EH
> BEHSRE NVR &#4Ciz
B Al CERIAT v EBT v <« < = s SHETRSHEND
> BEHSH =2 .
o [=%. I
> WEHIRE
v e R EAEIE 2023112119 14:47:09 notice | SYSTEM LocalHost [NVR] network eth1 is connected
2023112119 14:46:53 info SYSTEM LocalHost [NVR] Watchdog On
> BERE 202312119 144653 info  SYSTEM LocalHost [NVR] System is ready for starting up.
s SEEEEEE 2023/12/19 14:45:24 notice SYSTEM = LocalHost [NVR] System is rebooting.
e 202312119 14:34:21 notice | SYSTEM LocalHost [NVR] network eth1 is connected
> EfERESS 2023/12/19 14:33:34 info SYSTEM | LocalHost [NVR] Watchdog On
2023/12/19 14:33:34 notice = SYSTEM = LocalHost [NVR] System had not been shutdown normally.
> ETH#E 2023/12/15 09:34:19 info | SYSTEM  LocalHost [NVR] Firmware upgrade had successed
St 2023112115 09:33:58 notice | SYSTEM LocalHost [NVR] network eth1 is connected
v THIREIE 2023/12/1509:33:42  info  SYSTEM LocalHost INVR] Watchdog On  EEf ] ﬁ%ﬁﬁj
> iSCSI 2023/12/15 09:33:42 info SYSTEM  LocalHost [NVR] System is ready for starting up.

2023/12/06 13:54:33 notice = SYSTEM LocalHost [NVR] network eth1 is connected
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Power user ¥ 17 B fx ik Sk gl

@ User Management

8.130.54/cfg_management_user_modify.htm

WEERE EREER
> HERE eEER
v IPREE
> EgEnE ERAEE
> BEHSH AD |EF E Ilﬁié ﬂn a s&lﬁl & B | E@M | BA |EHE| S5 2% ﬁﬁ
BEERE E - ﬁn Dl || | e ﬂsﬁ Rt
> RS
f%?‘&?ﬁfﬁlﬁ user user 12345 0O o [o] 012345 O o
v BT
2 admimt PONS0 12345 0 0 0 O O 12345 0 O O OINE =X xR O X
> BgRE
ﬁl T > BpAEESE i
BEFERAE

N ]39 > BHARESS
Lt > BFBE

v HERER
> isCSl

> WREE B R EAER
> EEEEEE

Pz EEEas U xSAEl Uakes U Ffase Ues
R

> RESTEE
v &
> FERIFH

BEE1 B2 B3 BEE4
BEERERER -

> USB &

> BEER

> ERARS
v 4855
> SREE ( £ )( =H )

pitd O sl O@nnx Baaes Dasng U8 Wig |
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User Management x o

v PR
> BEHRE

> BEHSY
> BRI

v SHRELEE
> BERE
> EHEREER
> SHERREES
> EFHH

v B
> USB f&ff

v @mRE
> MBRE
> BEBETH

v RfpEE

> BETE

v R
> BEEH

DIGIEVER

v P EEH
> BEMRT
> BEHSH
> BEIRER

v BERE4EE
> BERE
> EHEREER
> EfEREES
> ETHHE

v &
> USB &13

v HAREER
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[HW] enable buzzer notice.

[HW] enable fan control.
[HW] System is starting to work
[HW] enable buzzer notice.
[HW] enable fan control.
[HW] System is starting to work.
[HW] enable buzzer notice.
[HW] enable fan control.
[HW] System is starting to work.

[HW] enable buzzer notice.

FUAN cmcble fom ccobeal




R RF &%

-~

‘f,’!‘gl—ﬂ gs e t‘?p < F[Q &%-29% 8%}{»

i

% 2£:(03)3280026 1 7. :(03)3276198
¢ 2 4% 1 23-07-CAV-014-01

P EE A

L\

g

AT SRR

=199 2. 187F

R

T8 =X

45 4o

User i ;> B Fz & !

VYU 3T fﬁ"’}g ¥

3

v IP REH
> BERRE
> BERESY
> HRRINE
v BERBEEE
> BERE
> BHHRESTE
> BfRRERE
> STHE
v HiEE
> iSCSI
> B
> RETHEER
> BEHTRE
=
> FEIFH

A

> USB fff

> EREG

> B E
v @8

> SEARE

X

+

ser Management

5] T

SN

P

192.168.130.54,

ERETIE

ADW| WY | BE
& | B# | B
ser

1 user

LR
EE | FTP

[e]

[ s8R BEE | %
& "7 wm E B B

12345 O (o] 0 12345 O

HA | HE | S5 £5 | &K | EWES ™
FP | B BF | £B | AW AEE
o ol ae iy X
x [

2 adminl p:;;r 12345 © (o] 0 12345 O 0 0 ] X X X X

LEERE

mE

mras | |

2]

Faes)
B, Gz7

B, Bazn @/ Bmsma

B, B5sms

B Bazyn2 LN E-t2 K]

EE RS R

rizapnzs Dezaes Dnews
24

BGmss
GEgss

E T BEssa Bazss

BEORERRT

w2 Bysze
Gz @an

waEd

)

EEEE  LMER  RRFAE  BiRamESR I

£ B FL

J(

L= user
o Jem=as
wet (s )

B-REANEE




MBI A B SRiRREY ©

KRR % R
’]f' ]f]'r% 5165 S Csv <~ m ;—'29‘%8%{,
7 3£:(03)3280026 1% 7 :(03)3276198

3R 2 ¥l - 23-07-CAV-014-01 B =x:100 2187

6273 X 2H R P2 PREFAHNLBR (2551 1%)
(@) Blz#iz¥ : CNS16120-12.6.2.7.3
(b) BlzEP e B%FEHRPE RJILP AT IR L2 B ¥ R 4 o
(c) #BiFigi :

(1) F@%k 22 % 2F 20 R EENESFIRED > BIPRIEEED 2+ o

(2) M@t RERERT EFRTRIE
(d) BIFF A $BREBEL-
(€) Iz 2

a)%@éEW‘?ﬁﬁﬁ@ﬁﬁﬁﬁc

(2 24P F X 2F 2P WHE LT PTG LRF o BN

%/?]‘I%\ ,-g; * o
Q) HiEHE I IR AT F st 2T o
() wlpeEs:
(1) FEEAFAREFTIFD LR g o
(2) #FHEPT I ¥ et 2 F o
i (D)) sEy 5

2 (DRELEAPEHE-
BT R 2T PR AN S PIREY .

o P E

Pisgw 2

W s %
B b ip] R i?%%ﬁ&iﬁﬁ—é.dﬂﬁﬁﬁﬁtlﬁT)‘“Wwduu
Fe s R ERS Y- SRR s PRI 3P R v - F ke | midiB
()5 %2R 7 ) - Fﬂﬁamom@*?ﬂéaﬁéﬂﬁﬁ$?W7vb(#ﬁlfﬁ't3 4]0
?]'r) ERPIED KRR FBKRED EFARGIR I LOME P EKREDT [0

rHesE 2EE é-‘iil"l'?;iiﬁé °

— 100




ETC

T R O

7
‘f;’l’@ﬁ gﬁ e t‘?p < F[Q &-29% 8%}{»
h
LB

22:(03)3280026 ¥ ¥ :(03)3276198

38 2 Hge - 23-07-CAV-014-01
L

|

=x:101 2. 187F

T8 =X

DIGIEVER

> Camera Parameter

Date[ Al ~| Level Al v|Pagefsv] <« < > >

Number of Displays 100+

Configuration Utility Log System
7 Gt
> Quick Configuration Current User History of User Log File Access Log
= pg
S v IP Camera
> Camera Settings NVR Log

T T
> Camera Status 2023/05/26 06 30 11 info SYSTEM LocalHast [NVR] System is ready for starting up.
w Recording & Event 202305126 05:56.24 notice SYSTEM LocalHost [NVR] netwark eth1 s connected
2023105126 05:56.24 info SYSTEM LocalHost [NVR] The IP is been changed <192 168.50.2>
> Rscorging Settings 2023/05/26 05:56.09 info SYSTEM LocalHost [NVR] Watchdog On
[2023105726 05.66 09 nfc SYSTEM LocalHost NVR] Systen is ready for starti
> Event & Action Management L [NVR] System is ready ing up. |

> Event & Action Summary

> E-Mail

<<

A

T8 =%

P SAR i B B R

O [ LogSystem

168

I
> Quick Configuration Current User History of User Log File Access Log
¥ IP Camera
> Camera Settings NVR Log
N B . Date al ~|Level Al v|Page[i v| << < > > Numberof Displaysioov| | Save
> Camera Parameter o
_ Date & Time. 1P Address Message
rﬁi—] —l-r‘ FiCames St 20231107 10:46:08 notice [HW] enable buzzer notice undefined undefined
+ Recording & Event T T U TS TR STanie Tam Comtror TaeTeD TreTeT
2003/11/07 10.46.08 info [HW] System i starting to work. undefined undefined
= F]H > Recarding Settings 202311107 10:35:12 notics [FW] enable buzzer nolice undefined undefined
\'—“FL‘ 200311107 10:35:12 notice (W] enabe fan conrol undefined undefined
= Events‘Aoion Managemernt 20231107 103512 info [HW] System s Starting 1o wer ungefinea uncennea
> Event & Action Summary 202 O nolice [HW] enable buzzer nolice. ungefined unoenneq
20231107 10:31.02 nolice [HW] enable fan control undefined unefined
> E-Mail 20231107 10.31.01 info [HW] System is starting to work undefined undefined
200310128 13:3457 notice: [FW] enable buzzer notice undefined undefined
v Disk Management 20231028 13-3457 notice [HW] enable fan control undefined undefined
SHiscs 202310128 133 info [HW] System ks starting to work. undefined undefined
202311024 141155 notice [H] enable buzzer notice undefined undefined
> Disk Management 202310724 141155 notics [HI] enable fan control undefined unefined
20231024 14:11:54 info [HW] System i starting to work. undefined undefined
> Storage Volume Management 20231024 10:56:24 notice [FW] RAID creation finished undefined undefined
20231024 10:56:06 natice: [HW] RAID disk /devimd0 creation started undefined undefined
> File Sharing Sesvioe 20221024 105431 nolice [HW] HDD WG WD 10PURZ-85USXY0 at slni-3 is attached undefined undefined
v Backup 2023010124 10.53.47 waming [HW] HDD WDG WD10PURZ-B5UBXY0 al slol-13 Is detached or oft-ine. undefined undefined
2021024 10,52 33 nolice [HW] HDD WDC WD10PURZ-85UBXYD al slol-13 is altached undefined undefined
> Schedule/Manual 202310023 1406 36 notice [HW] enable buzzer noice undefined undefined
20231023 14:06°3%6 notice (W] &nabie fan control undetined undetined
21435 Backiy 20231023 14:06:36 info [HW] System is staring to work. undefined Undefined
> Edge Backup 20231023 13:47°39 notice: [HW] enabie buzzer notice undetinea ungefinea
202301023 13:47°39 notice: [HW] enaie fan control unaetinea ungennea
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> Camera Settings
> Camera Parameter

> Camera Status

<

Recording & Event

> Recording Settings
> Event & Action Management
> Event & Action Summary

> E-Mail

«

Disk Management

> iscsl
> Disk Management
> Storage Volume Management

> File Sharing Service

Backup

> ScheduleManual
> USB Backup
> Edge Backup

> Backup Server

<

Network

> Network Setup
> Netwark Service
> DDNS

> YouTube Live

> SNMP Server

NVR Log
Date Al ~|Level Al v Page[si~| << < > >> Numberof Displays/100~| | Save |
Date & Time
2029/06/26 03.08:59 [HW] System s stariing to work. undefined undefined
2023/06/27 08:07°55 [HW] HOD WOC WOBDEZRX-ZZMVLE1 at Sial-13 1S getacned of ofH-ine. undefined undefineda
2023/06/27 08 0512 [HW] RAID disk fdev/mdO is deleted undefined undefined
2023106127 08.03.07 [HW] RAID creation finished undefined undefined
202306427 08.02.03 [HW] RAID disk iev/ma creation Started undefinest undefined
202310627 080147 [HW] HOD WDC WDBOEZRX-22MVLB1 af siot-13 is atiached undefined undefined
2025406127 035752 [HW] enable buzzer notice. undefined undefines
202506127 035752 [HW] enabe fan control unaetinen uncetinen
2023/06/27 03'37°52 [HW] System i S1aring 10 work. undefined undefineda
202306727 0209.09 [HW] enable tuzzer nolice. undefined undefined
2025/06/27 02.09.09 [HW] enable fan control undefined undefined
2023106127 0209.09 [HW] System s starting to work undefined undefined
20230627 01:11:03 [HW] enable buzzer notice undefined uncefined
2023006427 01°11:03 [HW] enable fan control undefined undefined
2023006727 011103 [HW] Sysiem i siaring 1o work unaerines uncefinea
202300626 01.11.15 [HW] enable buzzer nolice. unaefines uncefineq
2023006726 01115 [HW] enable fan control undefined undefined
2020006126 01:11:15 [HW) System s starting to work. undefined undefined
2020006721 05:35:47 [HW] enable buzzer notice. undefined undefined
2023/06/21 05:35:47 [HW] enable fan control. undefined undefined
2023/06/21 053547 [HW] System Is starting to work. undefined undefined
202306121 02 10.23 [HW] enable buzzer nolice undefined undefined
202300621 021023 [HW] enable fan control undefined undefined
2023/06/21 02:10:23 [HW] System s starting to work undefined undefined
202306720 03:03:07 notice [HI] enable buzzer notice. undefined undefined
202306720 030307 notice: {HW] enabie fan control unaetinea uncetnen
2023/06/20 03 0307 nfo [HW] System i staning 10 work. undenined ungefined
2023106116 0233 23 nolice [HW] enable tuzzer nolice undefined undefined
2023106416 02 33.23 nolice: [HW] enable fan conirol undefined undefined
2023106116 02:33:23 info [HW] System s stariing to work undefined undefined
202306116 021623 notice: [ enable buzzer notice undefines uncefined
20230616 021623 notice: (] enable fan conirol undefines uncefineg
nto [HW] System ks starting to work unaefined undefined |
<< > >

& AT
[ Log System

£ | 192.168.

DIGIEVER

C:

ion Uti

g
w Quick Configuration

> Quick Configuration

¥ IP Camera

> Camera Settings
> Camera Parameter
> Camera Status
v Recording & Event
> Recarding Settings
> Event & Action Management
> Event & Action Summary

> E-M:

v Disk Management
> iscs!

> Disk Management
> Storage Volume Management
> File Sharing Service

v Backup

> ScheduleManual
> USB Backup

> Edge Backup

Log System
e I con
current user History of User Log File Access Log

NVR Log

Date & Time
202311107 11:03:44
202311107 10.46:08
2023/1/07 10:46:08
2023/11/07 10:46:08
202311107 10:35:12
202311107 103512
20231107 103512
2023/11/07 10:31.02
2023/11/07 10:31:02
2028/11/07 10:31:01
20231028 13:34'57
2023110728 13:34:57
20231028 13:34:56
2023/10/24 14.11:55
2023/10/24 14:11:55
20231024 14:11:54
202510124 10:56:24
202310124 10°56:06
2023/10124 10,3431
20231024 10:53.47

Level
info
nolice
natice
info
natice
natice
info
nolice
natice
info
natice
natice
Info
nolice
notice
info
natice
natice:
nalice
waming

~ | Pag

Date Al ~|Level Al

«“w < > =

Account
SYSTEM

Number of Displays 20 ~

Save

IP Address

Localt

Message

[NVR] The timezone (s configured,

[HW] enable buzzer notice.
[H¥] enable fan control.
[HV] System is staring to vwerk
[HW] enable buzzer notice.
[HW] enable fan control
[H¥] System s starting 1o work
[HW] enable buzzer nofice
[HW] enabie fan control
[H] System is staring 1o work
[HIN] enabie buzzer nonce.
[HW] enabie fan control
[HW] System Is starting to work
[HW] enable buzzer nofice.
[HVW] enable fan control
[HV] System is starting to work
[HW] RAID creation finished
[HW] RAID disk /0e/MO0 Creation siarted
[HW] HDD WDC WD10PURZ-85UBXYD al siol-9 is altached

[HW] HDD WDC WD10PURZ-85U8XY0 a1 siol-13 is detached or off-ine.

undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
ungetined
undefined
undefined
undefined
undefined
undefined
undefined
unzefined
unefined
undefined

undefined
undsfined
undsfined
undefined
undefined
undefined
undefined
undefined
undefines
undefines
undefinea
undefined
undefined
undefined
undefined
undefines
undennea
undenined
undefined
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6.3. LIS T AL WG HEA R (X 23 1)
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m)M$Bﬁ:a%$%ﬁ%&Mpw CEREEC AR Y S SRS §

(C) FBpi2ixit ! R ERFFIRIER B
(d) ®IFFF & ¢ FREES -
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(1) Ffadmizi* 2% 2 o
(2) “HIFHEF LT SHEAR T F2ZRBER o
() HplET Mot (Fh R BB o
) “HELFRAGE > Y RS AL AR FERSHE
(5) HAR“ripldrz 3o LT H* & 2 B -
() RIS
(1) % 2 T * gAY “rE R BB E E o

o

3
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FI)~Q@) % i+ & » x| T iF -

— 103




PABE 4 ST SRl

FJX WA RF R

FEF T SR v P L2945 8L

T #%:(03)3280026 ¥ E :(03)3276198

32 el ¢ 23-07-CAV-014-01 F.=%:104 2_187F

o iRl EERHP

T8 =% 1

B T
W

e: client

> certificate signature (SHAl), score capped at F
F
6:30:4A:A4:.55 (L -byte Technology)

Nmap done: 1 IP address (1 host up) scanned 1n 6.27 seconds
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@ Network Setup x o

[ hps.//192.168. 54/cfg_network_porthtm

RE

v HRIERRTE AN #iE DHCP &
> RERT s
T |
ik v IPEEE
R > BEMRE HTTP
> ARRSY R
> AR = 50
v BERBHIEER HTTPS
> SRR -
> FEEREEE —_— |
Pk hE f3E: Ports - 12341362 FIEL{t8Y ports S &AM
> EFHEE fat: HTTPS DhAEEARBREER

- FHREESTE WMIBEA

T8 =X 3

7, A28 (host 192.168.130.54)

File Edit View pture Ana atistics Telephony Tools Help
ADde mBEE Re=>=21 ¢ W

Source Destination Protocol Length Info

1 0.000000 192.168.0.22 192.168.130... 66 20921 > 443 [SYN] Seq=8 Win=64248 Len=8 MSS=1460 WS=256 SACK PERM
2 0.000761 192.168.130.54 192.168.8.22 66 443 > 20921 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len-0 M55-1468 SACK_PERM WS=16
3 9.000911 192.168.0.22 192.168.130@... TCP 54 20921 + 443 [ACK] Seq=1 Ack=1 Win=131328 Len-0
4 0.001184 192.168.0.22 192.168.130... TLSv1.2 741 Client Hello
5 0.001874 192.168.130.54 192.168.9.22 68 443 = 20921 [ACK] Seq=1 Ack=688 Win=66912 Len=0@
6 0.002057 192.168.130.54 192.168 204 Server Hello, Change Cipher Spec, Encrypted Handshake Message
7 0.002201 192.168.0.22 192.168.130... TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Unknown)
8 9.002252 192.168.6.22 192.168.130... TCP 54 28921 - 443 [FIN, ACK] Seq=695 Ack=151 Win=131872 Len=0
9 9.802579 192.168.130.54 192.168.9.22 TCP 68 443 = 20921 [ACK] Seq=151 Ack=695 Win=66912 Len=8
10 9.902634 192.168.1308.54 192.168.0.22 TCP 60 443 » 20921 [FIN, ACK] Seq=151 Ack=695 Win=66912 Len=0
11 B.902656 192.168.0.22 192.168.130@... TCP 54 28921 » 443 [ACK] Seq=696 Ack=152 Win=131872 Len=8
12 9.802691 192.168.130.54 192.168.9.22 TCP 60 443 = 20921 [ACK] Seq=152 Ack=696 Win=66912 Len=8
13 9.011086 192.168.08.22 192.168.130... TCP 66 28922 + 443 [SYN] Seq=0 Win=64248 Len=0 MSS=146@ WS=256 SACK_PERM
14 8.811655 192.168.138.54 192.168.9.22 TCP 66 443 = 20922 [SYN, ACK] Seq=@ Ack=1 Win=65535 Len=8 MSS=1468 SACK_PERM WS=16 -
15 ©.811786 192.168.8.22 192_168_130... TCP 54 28922 - 443 [ACK] Seg=1 Ack=1 Win=1849600 Len=0

— 16 09.912023 192.168.08.22 192.168.130... TLSv1.2 805 Client Hello

g] TF ¢ Internet Protocol Version 4, Src: 192.168.130.54, Dst: 192.168.0.22 6

o~
&

» Transmission Control Protocol, Src Port: 443, Dst Port: 20921, Seq: 1, A
= pg Ml Transport Layer Security
"_-‘;L‘ ~ TLSv1.2 Record Layer: Handshake Protoc ver Hello
ontent Typ Handshake (22)
Version: TLS 1.2 (@x@383)
Length: 94
Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 98
Version: TLS 1.2 (8x8303)
Random: 119771be888e1d99dal6addc5eb4f6c1FOfE
Session ID Length: 32
Session ID: c479fdefc5d522da%ab79a57a0e69 B4128Fc693a55¢9F1
pher Suite: TLS_ECDHE_RSA_WITH_AES_128_G (
Compression Method: null (¥)
Extensions Length: 1
Extension: renegotiation_info (len=1)
Extension: extended_master_secret (len=@)
Extension: application_layer protocol negotiation (len=5)
[JA3S Fullstring: 771,49199,65281-23-16]
[JA3S: 73af335fe@9e39201fe505132025@883]

[l TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec

Record Layer: Handshake Prot Encrypted Handshake Message

NOKND NWS ST
@UhD WA PO o

[
n
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(d) BIFEF & $BREBIES-
() PRI I
(1) #-pRET st Fd R R EHR 2 o
(2 Hhdk i r 2% 23U -
() “¥H#FH S LT SHEAY T T2 RABE R > ¥ L IRAES-256k & &L b 4o
i b PER
() rizFE% -
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6.3.2.1 B EE FTRFUH#NRE (X285 1x)

(a)
()
(©)

(d)
(€)

()

Bl iR J5 1 CNS16120-12.6.3.2.1 -
PIEP N A% REHREAEFT AL X DR R K o
Wk EE

(1) 32 40 * 8% @tz 2 (UPNP) ~ ff B 5t 4 1212 2 (SNMP) ~ R e ®
ﬁ%%i@mmmiﬁ—ﬁﬁwﬁ’?miﬂ$ﬁ57§?°

(2) #5%& = 40 n&w

(3) Jdk sk i o7 4E QR IRIR 2P 2 & o

PIRET R D SREBIEL

RIGES B HRRET R TR KB B RERRRE o

(1) s wp > BripH iz #7246 881 2 -

(2) 3% LHEUPIP B ALESR 2 Heip i AR T H L 46 > UPDPRE % & i
€ A EPRIM G

(3) BiBEUPNPH s # it 21 & » 1 A okids 2 23 L 2UPNPIRGS » FpF A 2k it 7
¥ 37 pTH/MUPPIRTS «

(4) ¥ L 4ESNMP > P iRidsh 42 RITAN A 2T ¥4 5 > SNMP

(5) 2Tttt ® FIEITHR/M A G o

(6) &85 SNMPH 5 7 it 2 1 & » 17 A ssask L3 L ESNMPIRAE - I p¥ A 2 ¢
¥ &3 7 p 7R /HSNMPRFS -

(7) Fepsk A EPEBANPB T DAFRE BRSSP TFR05 0 FE
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(B) Fis A HFRBUNL RIS > PURBRER Y F7f FR/MAL2ZRE -

Wi (DIE)AELETRE -
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F e ¥ i 3 2 (Bonjour) 2 A B PR FR o
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fcfg_network_upnp.htm

v {RiER

> RIERTE

Rib/sirigEn

AN R 55

> WEmRE DA w | DEDALR

v IP i

> WEHESn
> MBS

v BREREAFERIE
> HIRE
> BRI

> FHARERER
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> RIERE
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> HERER

> RS
v BERBRAER

> BERTE
> PFARETE

> PfrARELR

— 110



FUARRIT &

-

¥ =y

13 ]f]’ﬁ gﬁ e t‘?\: < F|9 &-29% 8%’]{»
3%:(03)3280026 & ® :(03)3276198
2 M5 1 23-07-CAV-014-01

PABE A ST SHRBIREY

©: 111 2. 187F

R
1
)

T8 =X

SNMP B £z

SNMP Settings

€ c hitt
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v RERE
> tRiERE

v IP ¥
> WHMRE
> MEHEH
> IR

v S RENRE
> #ERE
> BEAREEE
> BIFAREEN
> BT S

v HIREE

SNM

P B

SNMP Settings

v {RIERRE
> HIERTE

v 1P G
> HiEMEE
> WEMEn
> HRmE

v R RBHER
> BERE
> R
> BFREEER
> BT

v HIREE

HAERRE

X G

//192.168.130.54/cfg_network_snmp_server_setting.htm

SNMP falfR 28

PR E EREAEH "

etting.htm

SNMP fafE =3

SNMP I3E

SNMP &8 7E

EREEER
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#& & 3% Bonjour » 44 Bonjour ik i
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2>nmap -sU

5] T

W

byte Techno

Nmap done: 1 IP address (1 host up) scanned in 0.17 seconds

— 112



PABZE A SR SRPIRES O

T akpd %z
FeF T L E 2 P29 8L
T 3£:(03)3280026 1% % :(03)3276198
3% 2 Y¥h 1 23-07-CAV-014-01 F =:113 2. 187F
63228 NG ¥R ERE (X285 1%)
(8) Bz 2 1 CNS16120-12.6.3.2.2 -
(b) RIFEP e HHRPBHRE L FRFIFHB DR P
(C) w#smi*ixit
(1) 3 2k 45 2 RR
(2) #F&EE T i~ (F
(d) BI:E#* & @ SREBIES-
() s o :
(1) #-plid 7 roid Hidsk 2 o
Q)@%%ﬁ%?im’ﬂﬁﬁ%%iﬁﬂﬁ&@ﬁlgo
(B) AT FEERIAIFITE LR BB
(4) F5Pw Foid FAEYEA 0 B %B6.421-642264.23 64243k {7
FEE 2% 2o
() plEEs
(1) 7 3% fie » T k02 4
(2) FrrariTE LRRERN2 16 > BHREL REY -
(3) # ¥ it » PR kR H 2 f 5 - 2 & R m%%';:wl i TR A 8
6.42.1~6.422~6.4236.4.2.42 Pl:EREE %

L A=

B o

K
¥ RN N G BREEENZ

94

=1

G ()FRERE S AQB)TLE LR L o
2 ()FEE D RE TQEPELE A B EH - o
Z‘E’}” :_‘tﬂ. o

B e 8

GV S R = T
O% il i§

O% if *

— 113




MEZ A 5B F SRRIREY

T AR PIT R E

FUFT b LR 2 P EL29% 851

T +£:(03)3280026 & % :(03)3276198
47 £ ¥%h © 23-07-CAV-014-01

o kB EARBP

R
1
)

©: 114 2. 187}

T8 =% 1

B o 6.3.2.2?E?iﬂ%iﬁi@%ﬁﬁﬁ%ﬁ#ﬂ?&ﬁfﬁ‘ v ‘ ‘ FEARFREES

TP | IFRCbREE
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iR

Category:

| = S_ession Basic options for your PUTTY session
i I_.oggmg Specify the destination you want to connect to

| B Teminal

| - Keyboard l
. Bell 192.168.130.54 22

- Features Connection type:

= Window ©O5S5H (OSeial (OOther | Telnet v
- Appearance
- Behaviour Load, save or delete a stored session
- Translation
+- Selection
‘.. Colours - -
=I- Connection | Defautt Settings [ Load
- Data
- Proxy Save
+- SSH
- Serial
- Telnet
- Rlogin
- SUPDUP Close window on exit:

(D Aways (O MNever @ Only on clean ext

Sawved Sessions

Delete

5] 7

2 About Cpen Cancel
#h

PuTTY Fatal Error

e Metwork erraor: Connection refused
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R PuTTY Configuration

Cateqgory:

=g Sgassic:n Basic options for your PUTTY session

i TE"" I_.Dglging Specify the destination you wart to connect to
Tm}:l;:bnard Host Mame (or IP address) Port
152.168.130.54 23

Bell "

- Features Connection type:

e O8SH (OSeial ©@Other: Telnet v
- Appearance
- Behaviour Load, save or delete a stored session
- Translation Saved Sessions
g Selection
L Colours

= Connection Default Settings Load
.. Data
- Proy Save

- 55H
T : Delete
- Serial
- Telnet
- Rlogin
- SUPDUP Close window on exit:
(O Aways (O Never ) Only on clean exit

About Open ] Cancel

e Metwork error: Connection refused
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T8 =X
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Legin

192.168.130.54 w

o * O @ =

DIGIEVER

Username
Password

B Remember Username and Password

Copyright ® 2023. All Rights Reserved.

T8 =%

ok

! Burp Suite Community Edition v2.1.04 - Temporary Project - o
Burp Project Intruder Repeater Window Help

[ Dashboard | Target | Proxy | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options

[ Intercept ] HTTP history ] WebSockets history IOp‘aons I

| Filter: Hiding CSS, image and general binary content

@

# 4 Host Method URL |Params  Edited Status Length | MIME typ
37 hitp://192.168.130.54 POST  /flogin.cgifegi_main.cgi i 200 290 ' [&
38 hitp:/192.168.130.54 POST  flogin.cglicgl_main.cgl 7 302 315

38 hitp:/192.168.130.54 GET findex.htm 200 12067  HTML

40 hitp/192.168.130.54 GET lisflanguage js 200 17725 script

41 hitp://152.168.130.54 GET fisimyTop.js 200 29101 script

42 hitp:#/192.168.130.54 GET lisiplatform js 200 41090 script |
T ———_— S ————— -

Reguest | Response

Raw | Params |Haaders [K‘I

POST /login.cgi/egi_mam.cgt HTTP/1.1

Host: 192.168.130.54

Content-Length: 159

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://192.168.130.54

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36
Accept: text/hitml,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp, image/apng, */ *,q=0.8 application/signed-exchange:v=b3;q=0.7
Referer: http://192.168.130.54/

Accept-Encoding: gzip, deflate

Accept-Language: zh-TW ,zh;q=0.9,en-US:q=0.8,en;q=0.7

Cookie: needDownload=1; logincheck=false; PAGE=2

Connection: close

W3

giName=login. cgi&page="52Findex htm&action=none&userName=admin&userPasswd=admin&browser Type=chrome&unNeedLogged=&clientName=Chrome&ad_login=0
remember_account=

a search term

@ (=& @ e

| 0matches |

L
v

-
J
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B Burp Suite Community Edition v. - Temporary

Burp Project Intruder Repeater Window Help

I Dashboard [Target [Proxy ]Intruder [Repeater [Sequencer IDecoder lComparer ] Extender [F‘roject options lUser options

[Intercept IHTTP histery lWebScckets history TOpticns ]

‘Filter Hiding CSS, image and general binary content

@

Referer: http://192.168.130.54/pre_out.htm
Accept-Encoding: gzip, deflate
Accept-Language: zh-TW,zh;q=0.9,en-US:q=0.8,en:q=0.7

Connection: close

Cookie: needDownload=1; logincheck=false; PAGE=2; HSESSIONID=::ffff:192168130431689319038

# .‘ Host ‘Methcd |URL |F'arams ‘Edited ‘ Status |Length ‘MIME typ
134 http://192.168.130.54 POST flogin.cgi/cgi_main.cgi v 200 290 E
135 http://192.168.130.54 POST flogin.cgi/cgi_main.cgi v v 302 315
136 http://192.168.130.54 GET findex.htm 200 12014 HTML
137 http://192.168.130.54 GET /isflanguage js 200 17725 script
138 http://192.168.130.54 GET fjsimyTop.js 200 28643 script
139 http://192.168.130.54 GET fjsiplatform.js 200 41080 script
v
Bl - rvsiapioh i N -
l Original requestﬂ Edited request ]Response }
Raw T Params T Headers | Hex
POST /login.cgi/cgi_main.cgi HTTP/1.1 L]
Host: 192.168.130.54
Content-Length: 160
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
Origin: http://192.168.130.54
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safan/SST 36
Accept: text/html.application/xhtml+xml,application/xml:q=0.9,image/avif image/webp.i apng,*/*,q=0.8,applicat gn =b3:q=0.7

remember_account=

giName=login.cgi&page=%2Findex htm&action=none&userName=nouser&userPasswd=admin&browserType=chrome&unNeedLogged=&clientName=Chrome&ad_login=0

¥ 2= B n FR g (T end

P51

R ST

! Burp Suite Community Edition v2.1.04 - Temporary Project
Burp Project Intruder Repeater Window Help

[ Dashboard TTarget TProxy ]Intruder TRepeater TSequencer IDecoder ]Comparer ]Extender TF’roject options ]User options }

Ilntercept IHTTP history ]WebSo:kets history [Options l

‘ Filter: Hiding CSS, image and general binary content

@

Referer: http://192.168.130.54/

Accept-Encoding: gzip, deflate

Accept-Language: zh-TW.zh:q=0.9,en-US:q=0.8.en:q=0.7
Cookie: needDownload=1; logincheck=false; PAGE=2
Connection: close

# .‘ Host ‘ Method | URL | Params ‘ Edited ‘ Status | Length ‘ MIME typ
134 http://192.168.130.54 POST flogin.cgi/cgi_main.cgi v 200 290 L
135 http://192.168.130.54 POST ‘/Iogin.cgilcgi_main.cgi | v v 302 315

136 http://192.168.130.54 GET findex.htm 200 12014 HTML

137 http://192.168.130.54 GET fjsflanguage.js 200 17725 script

138 http://192.168.130.54 GET fisimyTop.js 200 28643 script

139 http://192.168.130.54 GET fjsiplatform.js 200 41080 script

v
el e i e O i
Original request |Edited requestl Response

Raw | Params [ Headers | Hex
POST /login.cgi/egi_main.cgi HTTP/1.1 E]
Host: 192.168.130.54

Content-Length: 159

Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1

Origin: http://192.168.130.54

Content-Type: application/x-www-form-urlencoded
User-Agent: Mozllla/S 0 (“’mdm’.s NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safan.f537 36
Accept: text/html,; ion/xhtml+xml,application/xml:q=0.9,image/avif,image/webp,i apng, */*;q=0.8,appli 1 =b3:q=0.7

giName=login.cgi&page="2Findex. htm&action=

‘Name=admin&userPasswd=ad:

remember_account=

browserType=chrome&unNeedLogged=&clientName=Chrome&ad_login=0
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=1

T8 =X 3

£i¥48 {5 0 A5 Response > kiy £iE S o

d Burp Suite Community Edition v2.1.04 - Temporary Project

Burp Project Intruder Repeater Window Help

IDashhcard [Target IProxy ] Intruder [Repeater [Sequencer @ Login X +

[Intercept IHTTP history TWebScckets history TOpticns ] A TzF | 192.168.130.54,

‘ Filter: Hiding CSS, image and general binary content

# 4| Host |Methed  |URL DIGIEVER

134 http://192.168.130.54 POST

135 http://192.168.130.54 POST

136 http://192.168.130.54 GET i i Username

137 http://192.168.130.54 GET j Password _
e it ey . B Remember Username and Password
139 http://192.168.130.54 GET

ELSS e e 0 — 13 A3

Qriginal request [ Edited requestl[ Response WI

Raw | Headers | Hex

HTTP/I.I 302 Found I

Location: /index.htm
X-Frame-Options: SAMEORIGIN 4 e
X-UA-Compatible: IE=EmulateIE10 r
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1
Pragma: no-cache

Connection: close

Date: Fri, 14 Jul 2023 07:19:10 GMT

Server: lighttpd/1.4.59

Content-Length: 0

(ol Login J| cancel |
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T8 =%
&Y Camera Settings
= C A FZF| 192.168.130.54
v Quick Configuration
> Quick Configuration
v IP Camera Camera Settings
> Camera Parameter Camera Name |Camera 1
> Camera Status YNNI 192 168 130
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— 67 9.939437 192.168.138.54 192.168.138.159 TP 1514 843 -+ 5426 [ACK] Seqe25563 Ackel3B5 Win=67856 Len=146@ [TCP segment of a reassembled POU]

Fﬁi—] 7‘]“ 68 0.839442 192.168.138.159 192.168.138.54 TP 54 5426 - 443 [ACK] Seq=1388 Ack=27023 Win=2897928 Len-0
69 8.839448 192,168,138, 54 132.168.138.159 TCP 1514 443 » 5426 [ACK] Seqe27023 Acke=1383 Wine67856 Len=1468 [TCP segment of a reassembled POU]

78 9.839448 192.168.138.159 192.168.138.54 TP GO 5426 - 443 [ACK] Seq=1388 Ack=22643 Win=2897928 Len-8

= F]g 71 8.839448 192.168.138.159 192.168.138.54 TCP 60 5426 » 443 [ACK] Seqe=1383 Ack=24183 Win=2897928 Len=d
72 8.839459 192.168.138.54 192.168.138.159 TR 1514 443 » 5426 [ACK] Seqe=28483 Ack=1388 Win=67856 Len=1468 [TCP segment of a reassesbled POU]

73 0.039465 192.168.138.159 192.168.13@. 54 TCP 54 5426 - 443 [ACK] Seq=1383 Ack=29943 Win=2007920 Len=-2
74 8.839470 192.168.138.54 192.168.138.159 TP 1514 443 = 5426 [ACK] Seq=29943 Ack=1388 Win=67856 Len=1468 [TCP segment of a reassesbled POUJ

839478 192 132, 6@ 5426 = 443 [ACK] Seq=1383 Ack=27023 Win=2807920 Len=-2

839478 192 138. N N 1514 443 = 5426 rq=31483 Ack=1388 Win=67856 Len=1468

Ir P 5 1 8.
@l Transmission Control Protocol, Src Port: 5425, Dst Port: dd3 q: 8, Len: @

— 168



FJﬁ WAz P -8
FEFH OB L E e P L2945 850
% 35:(03)3280026 & E :(03)3276198

3F 4 gL 1 23-07-CAV-014-01 Fo=x:169 2. 187F

6.52.2 '8 F T2 WG REY BRI (% 285 1 2x%)
(8) l3# k¥ 1 CNS16120-12.6.5.2.2 -
(D) BIzEP e FEREREEF A% X 2 RET 2 Tt d oo
(c) ek itixit !
(1) @Bl &% 2LEH -
(2) BHREV EpREpRa 2z FHRELELE -

Q) FoRmeEpRLPGERLEHFY p EFEE PBRET B AUEENY

BE2Ziw oo
(d) BIFEFT & $REBE4-
(e) iz
ﬂ)?%ﬁﬁﬁwéﬁ$i
(2) ¥kt PHE

KE2Z GRS Y BEEIFREY o

£
PR R PRS2 A

() ¥ # R PHRELERFSEES FR P PEREE  FRHEE B B

FR(EREREBHE - J 52 BEET)

(4) e Rk @HES R L 0 0% 2UEFE D OUIFBY QA AR

BAT RS EHE -
() RIEERE o Qe RO 2% 2 FREXLFRR L EY

 fe k= R o DL B
0% i 3§
O% if *

6.523 EF T I EEIHRIF (¥ 2 8% 1 34)

(8) Bz 2% 1 CNS16120-12.6.5.2.3 ¢

(b) RISEE & ARBEEFTHLE 2L F LR B RIFTLE -

(C) #ekiFifid (Ek P RLEL 2UFH iy o

(d) BIF* A SR EES

() PRI I
(1) #RIFT % AR G RERE
Q)ﬁ”iiﬁﬁ%#l AF R R L% 2 e

(3) WEIR EEEE LAY e 2 BB > ¥ L4EAES-256k & & L 4

— 169




AR e RlERE <

==

T

T RPIR ®RE
FEFH LR 2 P EL29% 85L
T +£:(03)3280026 & % :(03)3276198
47 2 Yo%k @ 23-07-CAV-014-01
5% R R B E o
(f) rizFes
7% 2 L FAES-256F E Nl B R aNFE o

AT R ERE 2

Fo=x:170 22187 F

o P E

o 2
* .iﬂ\:'i%ﬁeiﬁ‘l%[ﬁ ° oid if
o% i i
O% if *

— 170



% WM RPIFET

FEFH OB L E e P L2945 850

% 35:(03)3280026 & E :(03)3276198

3 2 e ¢ 23-07-CAV-014-01 P =171 2.187F

i B

NN

6.1 # % Pl

WALEA LS MAMT 20 L ¥ F FHLT P LONS161203 2 % 2 & £F 5 » £
;IJVIPJF-%‘JEB ‘E“f”'%’ %/P Fé‘

6.1.1 F RB2 % 2 F Rl
6.1.12 G SR R B IR (X 285 1 25)

(a) Bz % 4% © CNS 16120-3 2.6.1.1.2 -
OUETEEF T SR T HORE LA R EL S RS R
C) sk i2igt t & o
(d) % 5t & -
(e)irlzEsh 2
(L) ik T3 HAR GRS 2 o) > 235 BRI R 0l Pz B ALY BT A -
QAR te kSRR T o R H AR LR G TRELE T o
(Ripldi %
EIRUINEC =Rk RS- O WA S M B
HAE RS 2 B F AT B o

'Z.ii’}f:%/i’o

o P E

L Z5%
ERER RN R 0id 1§
o7 il ip
O% if *

— 171



MBZE A SRR SRREREY ©
R
FEHH 6L F v P EL29% 85
7 3%:(03)3280026 % E :(03)3276198
3R 2 MmEL ¢ 23-07-CAV-014-01 P %172 2.187F
61516 G A WA MBE 2RB(EF 285 1 1%)
(@)iRlz& & 95 * CNS 16120-3 2.6.1.5.1 -
(O)RIsE D cn s Fi iRm0 42N K L fa -
)i 1 & o
(dyplE#* m @& o
(€)RIGEH Z P PARGFREAEAT LRI TE L KR 2 2R G o
(fiplzai % -
3@@ \!é‘%"‘ Pﬁ %PKIFE]I?]%IF—; _%1@*@]@°
FUE D AR LR R L KRR R G -

z;i% : #10

o iPlEE
o %
hELE B IINEEG R P2 AR E RN G o | T o mid iF
O% i 1§
O% if *

o HKPEEARBRPY

IE =X

— 172



PARE A o R S RRIREY

F‘ﬁ WAz P -8
FE T S L E Y P E29% 8EL
% 35:(03)3280026 & E :(03)3276198
3R 2 %E ¢ 23-07-CAV-014-01 B &:1732_187F
6.1.5.2 %% THEBPY L 2RREER TSR 2R)
(@)p] 5 131}7? CNS 16120-3 2.6.1.5.2 -
(DYRIZE R &1 FEBidme 2 oiph 2 Wtf 2 JETAIRE S b2 i 4+ 6 : RAID 1% 57 1 o
(C) @Bk iFigid I & o

(ARET R 2 FRE2 -

HiRE I 4R i
N | - <
3 nnﬂ*f‘i I_J?T.%J HE TEHEE 4 7 E

()Rl & 2 :
(1) #plE T et 7 KB i o
(2) gdsp it it % P o BECAPEEZ F I 5 4R K -

(3) *tikmk HiE (TR T o BREHEAE(M A E Y 2 - s RARBERELE DV I
‘#’ I\zq H" °

HplzEE2%

Wil P REMESS AT EFEF -
PHE R GELAAMRETH AN EF

IR S A
— 173



PABE 4 ST SRl

T AR PIT R E

FeF® b L F v P R29% 85

T +£:(03)3280026 & % :(03)3276198

47 £ ¥%h © 23-07-CAV-014-01 B =174 2. 187F

o RipE%

B %
EIREI S "\’Fﬁ/ﬂﬁ’@ 0id 1§
0% i i
O% if *
6.153REFAEBFIBIELT 2RFB(EF 285 3%)
(a)ipls& & 4% * CNS 16120-3 2.6.1.5.3
(D)iRIFEP e FEiRRR P A BRI # a0 A FHELT o
(CiFs2iri I FHR P RHRERFEBFIF @ F RP o
(A)iRlz2#F & & o
(e)iRIzAH ¢ -
(1) * 3ok 238 (50T o B i RAIDH B8 ¥ 2 — o
AR A e S - TN R s ST T S
(iplE S5 -
Wi KA FEF PR AR Ao
UM RFHREEETFEFT L TE > AP R
IR S A
o HPlE%E
B z25%
ERER RN R Did i
0% i i
O% if *

— 174




% WA PIR T

FOFT S LR P ER29% 851

7 3%:(03)3280026 & % :(03)3276198
3F 4 gL 1 23-07-CAV-014-01

6.2.7 B 5’ g'l‘ /H p?\—"

amn%@ﬁﬁﬁ»ﬂmﬂ¢@£ Bl 1)

(a)’F Fé‘ i 3}7%

(C)iEskitizit 1 & o
()l & : 2RF2 -
(€)iRl% 5 B

OESHETR RN i =

(Q)ik s @ * wm > B EZ B A6 BB 2

LEE AT SR A
A p s&p 7 L7
(5) 4R 3%
(B) -2k i £ 3T 45 o

(DA€ B 2 paF A

HplEESE

(Do 255 7 @ * & k4

(% x% ¢
f1 -§= o

= [ N ) /_" A
2 \E%‘;Eﬂ'ﬁ\#—'— g 2z

() B 2

LFE:-D2EARETFE -

2B (DI@)EREFFLE-

FAEF L E e

PARE A o BT SRR

CNS 16120-3 2.6.2.7.2 -

—g'f&pé‘% 1= o

Pz ¥ KRR

=

ZrE R 4T A o

LA S

Fo=x:175 2. 187F

2 REER o

RPN ER AR

FEPER ~ % f AR HESE

L rEEp

e
ASIJ" AL ©

FERR (245 <7 P B A ) R

— 175

TR 2R A

=

f

LA 1)



TR % E

FeFH & LR 2 P E29% 851

% 3£:(03)3280026 i £ :(03)3276198
IF L b 23-07-CAV-014-01

iR &

A

Si?ﬁﬁ¥§%ﬁiﬂﬁﬁni

N
no

1176 2. 187F

=% p?

LN

Rl

1.ﬁ%ﬁiﬁ?%%?ﬁﬁﬁ2%%4%%§H7&£§PBWIM°

2. X 2T ERPIEAOTH FRAPFF(LHE T P B A )R F | miLE
DA FEE . 0% i i

3. ERB T2 2F RV A c L RIRES 0 R A o O% g *

o R % & RIP

IE’_ =X

Eis 5 3

RREEITE

>> BEERE

> EHEREEE

o  InPrivate (4) M [ LogSystem
= (@ A TER | htps//192.168.130.54
Byt o
v HhiEEEE [+ 55 R2EHE
E%] ’,:[‘. > HEERE EFERELE B EREL
?‘-F//Vv‘.» F]g v P R
> ERHERT S
SEER VI RBIAL v]IP BB AI BB << < >
> BEHSE M0 v| |58
e B R E o] £ il
v B BEMFIEE 2023M2/20 15:28:01 notice 1 [Event] Maotion detected
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