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" InPrivate Nessus Professional / Settings /
& C B © F%&R | hips//localhost

Otenable NessusProfessional  Scans Settings

SETTINGS About =
® About

%

Overview Software Update Plugin Detail Locale Encryption Password Events

1]

Nessus Professional Version 10 Plugins

» B @

Version 10.7.1 (#16) WINDOWS Last Updated March 19 at 9:53 PM
License Expiration June 23, 2024

Plugin Set 202403192153

- gD P

Policy Template Version 202402261439

Activation Code 7t
ACCOUNTS

8

&  InPrivate (4) i} Nessus Professional / Scans /Ed X = -+

= (T © F&=ZF | htps//localhost
Otenable NessusProfessional  Scans Settings

New Scan / Advanced Scan

< Back to S

y >Cans

i@ AllScans . . . .
- Settings Credentials Compliance Plugins

Trash

RESOURCES General Settings

A DS-42CNS UHD

Description

DISCOVERY
ASSESSMENT

My Scans
cETin Folder y

ADVANCED
Targets 192.168.0.126

Upload Targets Add File
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2

192.168.0.126

0 4

CRITICAL HIGH MEDIUM Low

Scan Information

Start time: Thu Mar 28 14:45:34 2024
End time: Thu Mar 28 14:55:43 2024

Host Information

DMNS Mame: DS-78726440e525.Dlink

IP: 192.168.0.126

MAC Address: 78:72:64:40:E5:25

05: Debian 7.0 Linux Kernel 3.2

Vulnerabilities

50686 - IP Forwarding Enabled

Synopsis
The remote host has IP forwarding enabled.

Description

The remote host has IP forwarding enabled. An attacker can exploit this to route packets through the host
and potentially bypass some firewalls / routers / NAC filtering.

Unless the remote host is a router, it is recommended that you disable IP forwarding.

Solution

On Linux, you can disable IP forwarding by doing :

echo 0 > /proc/sys/net/ipvd/ip_forward

On Windows, set the key 'lPEnableRouter” to 0 under
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\TcpipiParameters
On Mac 05 X, you can disable IP forwarding by executing the command :

sysctl -w net.inet.ip.forwarding=0
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For other systems, check with your vendor.

Risk Factor

Medium

WSS v3.0 Base Score

VPR Score

4.9

VS5 v2.0 Base Score

5.8 (CVSS2# AV ASACLAALINSCP/ILPFAIP)

References

Plugin Information

Published: 2010/11/23, Modified: 2023/10/17

Plugin Output

tcp/0

6.5 (CVS5:3.0/AVATACL/PRILIULNYS:CIC: LALAACL)

CVE CVE-1999-0511
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Synopsis

The SSL certificate for this service cannot be trusted.

Description

The server’s X.509 certificate cannot be trusted. This situation can occur in three different ways, in which
the chain of trust can be broken, as stated below :

- First, the top of the certificate chain sent by the server might not be descended from a known public
certificate authority. This can occur either when the top of the chain is an unrecognized, self-signed
certificate, or when intermediate certificates are missing that would connect the top of the certificate chain
to a known public certificate authority.

- Second, the certificate chain may contain a certificate that is not valid at the time of the scan. This can
occur either when the scan occurs before one of the certificate's 'notBefore’ dates, or after one of the
certificate’s 'notAfter' dates.

- Third, the certificate chain may contain a signature that either didn't match the certificate’s information
or could not be verified. Bad signatures can be fixed by getting the certificate with the bad signature to be
re-signed by its issuer. Signatures that could not be verified are the result of the certificate's issuer using a
signing algorithm that Nessus either does not support or does not recognize.

If the remote host is a public host in production, any break in the chain makes it more difficult for users
to verify the authenticity and identity of the web server. This could make it easier to carry out man-in-the-
middle attacks against the remote host.

See Also

https:/fwww.itw.int/rec/T-REC-X.50%en
https://en.wikipedia.org/wiki/X.509

Solution

Purchase or generate a proper S5L certificate for this service.

Risk Factor

Medium

W55 v3.0 Base Score

6.5 (CVSSE.0/AVINAACL/PRIN/ULN/S:USCLA: LA AZN)

W55 v2.0 Base Score

6.4 (CVES2#AVINFACLAALN/CPA:PAAN)
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Plugin Information

Plugin Output

tcp/443

Published: 2010/12/15, Modified: 2020/04/27
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15901 - S5L Certificate Expiry

Synopsis

The remote server's S5L certificate has already expired.

Description

This plugin checks expiry dates of certificates associated with S5L- enabled services on the target and
reports whether any have already expired.

Solution

Purchase or generate a new SSL certificate to replace the existing one.

Risk Factor

Medium

CV55 v3.0 Base Score

5.3 (OVES:3.07/AVINAACL/PRIN/ULNAS:USCEN/ELYAIN)

WSS v2.0 Base Score

5.0 (CVSS2#AVINFAC:LAALN/CINALPAAN)

Plugin Information

Published: 2004/12/03, Modified: 2021/02/03

Plugin Output

tcp/443

The 35L certificate has already expired :

Subject : Cwl3, LeDefault City, O=Sacurity Corparation, CH=Security Carparation
Izauer : C=13, L=Default City, O=Sacurity Corporation, CHN=Security Corparation
Hot walid before : Sep 3 17:04:59 2014 GMT
Hot walid after : Sep 3 17:04:59% 2015 GMT
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57582 - S5L Self-Signed Certificate

Synopsis

The SSL certificate chain for this service ends in an unrecognized self-signed certificate.

Description

The X.509 certificate chain for this service is not signed by a recognized certificate authority. If the remote
host is a public host in production, this nullifies the use of S5L as anyone could establish a man-in-the-
middle attack against the remote host.

Mote that this plugin does not check for certificate chains that end in a certificate that is not self-signed, but
is signed by an unrecognized certificate authority.

Solution

Purchase or generate a proper S5L certificate for this service.

Risk Factor

Medium

CW55 v3.0 Base Score

6.5 (CVE5:3.07AVINFACL/PRIN/ULN/S:U/C:L/LFAN)

WSS v2.0 Base Score

6.4 (CVSS2#AVINAACLAALN/CP/:PAAN)

Plugin Information

Published: 2012/01/17, Modified: 2022/06/14

Plugin Output

tcp/443

The following certificare was found at the top of the certificate
chain sent by the remote host, but is self-signed and was not
found in the list of known certificate authorities :

| =Subject : C=13/L=Default City/O=Security Corporation/CH=Security Corporation
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ZAP Scanning Report

Generated with X ZAP on 8/ 28 38 2024, at 14:37:18

ZAP Version: 2.14.0

ZAP is supported by the Crash Override Open Source Fellowship
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= About this report
= Report parameters
= Summaries

= Alert counts by risk and confidence

= Alert counts by site and risk

= Alert counts by alert type

= Alerts
= Risk=Medium, Confidence=High (1)

= Risk=Medium, Confidence=Medium (2)

= Risk=Medium, Confidence=Low (1)

= Risk=low, Confidence=High (1)

= Risk=1ow, Confidence=Medium (6)

= Risk=Informational, Confidence=High (1)

= Risk=Informaticnal, Confidence=Medium (4)

= Risk=Informational, Confidence=Low (1)
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= Appendix

= Alert types

About this report

Report parameters

Contexts

Sites

" http://192.168.0.126

the report.

Risk levels

Excluded: None

Confidence levels

The following sites were included:

No contexts were selected, so all contexts were included by default.

(If no sites were selected, all sites were included by default.)

Included: High, Medium, Low, Informational

Included: User Confirmed, High, Medium, Low

Excluded: User Confirmed, High, Medium, Low, False Positive

An included site must also be within one of the included contexts for its data to be included in




MBlZ A SRR SRRIRES

T AR PIT R E

FeF® b L F v P E29% 855

T +£:(03)3280026 & % :(03)3276198
4% £ %5 1 24-01-CAV-033-01

Fo=x:84 2 195F

T8 =%

Summaries

Alert counts by risk and confidence

(The percentages in brackets represent the count as a percentage of the total number of alerts
included in the report, rounded to one decimal place.)

IIIIIIIIIIIIIIIIIIIIIIIIIIiHHHHHHHH%IIIIIIIIIIIIIIIIIIIIIIIIII

This table shows the number of alerts for each level of risk and confidence included in the report.

Alert counts by site and risk

User
Confirmed High Medium Low Total
High 0 0 0 0 0
(e.8%) (B.8%) (B.0%) (@.0%) (8.0%)
Medium 0 1 2 1 4
(8.0%) (5.9%) (11.8%) (5.9%) (23.5%)
Low 0 i B 0 7
Risk (e.0%) (5.9%) €35:3%) (0.6e%) (41.2%)
Informational 0 | 4 1 6
(8.0%) (5.9%) (23.5%) (5.9%) (35.3%)
Total 0 5 12 % 17
(0.0%) (17.6%) (70.6%) (11.8%) (1e0%)

each risk level.

Alerts with a confidence level of "False Positive” have been excluded from these counts.

This table shows, for each site for which one or more alerts were raised, the number of alerts raised at

(The numbers in brackets are the number of alerts raised for the site at or above that risk level.)
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Informational
High Medium Low (»= Information
(= High) (»>= Medium) (»= Low) al)
http://192.168.0.126 0 4 7 6
Site (@) (4) (11) (17)

Alert counts by alert type

This table shows the number of alerts of each alert type, together with the alert type's risk level.

(The percentages in brackets represent each count as a percentage, rounded to one decimal place, of
the total number of alerts included in this report.)

Alert type

Absence of Anti-CSRF Tokens Medium 6
(35.3%)

Content Security Policy (CSP) Header Not Set Medium 24
(141.2%)

Vulnerable JS Library Medium 1
(5.9%)

XSLT =M Medium 3
(17.6%)

Application Error Disclosure Low 1
(5.9%)

Cookie No HttpOnly Flag Low 2
(11.8%)

Cookie without SameSite Attribute Low 2
(11.8%)
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Private IP Disclosure Low 3
(17.6%)
Server Leaks Version Information via "Server” HTTP Response Low 68
Header Field (400.0%)
X-Content-Type-Options Header Missing Low 67
(394.1%)
Authentication Request Identified Informational 2
(11.8%)
Content-Type Header Missing Informational 2
(11.8%)
Information Disclosure - Suspicious Comments Informational 29
(176.6%)
Modern Web Application Informational 10
(58.8%)
Session Management Response Identified Informational 146
(858.8%)
User Agent Fuzzer Informational 192
(1,129.4%)
Total 157
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File Help

Discovery Management Conformance Test Diagnostics Debug
Device Under Test Information

NIC:  192.168.0.143 (ZA#805) = EP Address:
[CJ Use Hardware Notation

Type:
@ Enable szarch options Device IP: 1592.168.0.126 Probe
Scopes: Device Service Address: - Check
User Name
Password:
Scopes:
Discover Devices
IP uuio Hardwar:
Error
gl T Unexpected error occurred: Device did not respond or device
;‘;ﬁ_‘ ﬂ’; type is not MetworkVideoTransmitter
BE
Metadata Version:
Brand: <Press Check to get information>
Madel: <Press Check to get information
Serial Number: <Press Check to get information:
Firmware Version: <Press Check to get information=
Clear
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File Help
Discovery Management Conformance Test Diagnostics Debug

NIC:  192.168.0.143 (24480 ¥
[[J Use Hardware MNotation

@ Enable search options

Scopes:

Discover Devices

IP uuio Hardware

Error

Device Under Test Information
EF Address:

Type:

Probe

Device IF: 192.168.0.126

Device Service Address: ~ Check

User Name

Password:

Scopes:

Unexpected error occurred: Device did not respond or device
type is not NetworkVideoTransmitter

EE

Metadata Version:

Brand: <Press Check to get information>

Madel: <Press Check to get information>

Serial Mumber: <Press Check to get information>

Fimware Version: <Press Check to get information

Clear
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[O) Use Hardware Notation Type:
@ Enable search options Device IP: 192.168.0.126 Probe
Scopes: Device Service Address: ~ Check
User Name
Password:
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Discover Devices
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Error
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ﬁ T Unexpected error occurred: Device did not respond or device
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Metadata Version:
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Firmware Version: <Press Check to get information>
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[} .
- InPrivate (4)

D
A 7F&x

[B Log System

= 192.168.0.126
BERLs

BaEIEASLE

BEERELCER
-.e

NVR #4t4Ct%
EH#A[ Al v | #R Bl Al v| B8V
Fig
B] ANIRER s | EE | P
T:;_,;L pg 2024/02/07 10:56:47 | notice | SYSTEM | LocalHost
2024/02/07 10:39:46 err SYSTEM  LocalHost
2024/02/06 13:38:51 | notice | SYSTEM | LocalHost
2024/02/06 13:38:51 inffo | SYSTEM | LocalHost
2024/02/06 13:38:06 inffo | SYSTEM | LocalHost
2024/02/06 13:38:06 = notice = SYSTEM | LocalHost
2024/02/05 14:53:43 inffo = SYSTEM | LocalHost
2024/02/05 14:53:19 | notice | SYSTEM @ LocalHost
2024/02/05 14:53:19 inffo = SYSTEM | LocalHost
2024/02/05 14:53:06 inffo | SYSTEM | LocalHost
2024/02/05 14:53:06 inffo ~ SYSTEM | LocalHost
2024/02/05 13:52:18 inffo | SYSTEM | LocalHost
2024/02/05 13:52:10 | notice | SYSTEM | LocalHost

St ioEk

ERETIAE

<< < > > BEETRENEH20 v
Hil=
[NVR] network ethO is connected.

[NVR] network eth0 is disconnected
[NVR] network ethO is connected.
[NVR] The IP is been changed.<192.168.0.126>.
[NVR] Watchdog On
[NVR] System had not been shutdown normally.
[NVR] Firmware upgrade had successed
[NVR] network ethO is connected.
[NVR] The IP is been changed.<192.168.0.126>.
[NVR] Watchdog On
[NVR] System is ready for starting up.
[NVR] The IP is been changed.<192.168.0.126>.
[NWR] network eth0 is connected.

»
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77
e

L
4

/v

InPrivate (4) [ [9 Log System

@,

A FEZE | 192.1680.126
B4R E¥ =k SfFicif o
BrRiERSLE BErERELE EETlTE

EEERELR
A Al CBRAT V| EBT Y] <« < > » SERTENER
Ea

BHAREE g |33 IP firht AT ME

2240207 info admin 192.168.0.143 HTTP [USER] Login Success:Edge

2[3124622{2? info  admin 192 168.0.143 HTTP [USER] Login Failu;eagg‘gsrg?lrung Username or

2?124£22fg? info | user | 192 168.0.143 HTTP [USER] Login Failu;eaggﬁEFWrong Username or

20240207 info | user 1921680143 HTTP [USER] Log out from Edge

2020297 info | user | 192.168.0.143 HTTP [USER] Login Success-Edge

20240207 info | admin | 192.168.0.143 HTTP [USER] Log out from Edge

2?34(;32;?? info | admin | 192.168.0.143 HTTP [USER] Account [user] is created o

77
e

€
&

/V

InPrivate {4) [ Log System

(@]

ZE | 192.168.0.126

4 e Elus o

BrRiEMELE FEsE &L EEETRHE
eeS———————————————————————_————————)

NVR #4285
B 25 A CBBAI V| EB1Y] <« < > > SEBERINEN20 o
B

2024/02/07 10:56:47  notice | SYSTEM | LocalHost [NVR] network eth0 is connected.
2024/02/07 10:39:46 err SYSTEM | LocalHost [NVR] network eth0 is disconnected
2024/02/06 13:38:51 | notice | SYSTEM | LocalHost [NWVR] network ethO is connected.
2024/02/06 13:38:51 info | SYSTEM | LocalHost [NVR] The IP is been changed.<192.168.0.126>.
2024/02/06 13:38.06 info | SYSTEM | LocalHost [NVR] Watchdog On

2024/02/06 13:38:06 | notice = SYSTEM | LocalHost [NVR] System had not been shutdown normally.
2024/02/05 14:53:43 info SYSTEM = LocalHost [NVR] Firmware upgrade had successed
2024/02/05 14:53:19  notice | SYSTEM | LocalHost [NVR] network eth0 is connected.
2024/02/05 14:53:19 info = SYSTEM @ LocalHost [NVR] The IP is been changed.<192.168.0. 126>
2024/02/05 14:53:06 info SYSTEM  LocalHost [NVR] Watchdog On

2024/02/05 14:53:06 info SYSTEM = LocalHost [NVR] System is ready for starting up.
2024/02/05 13:52:18 info | SYSTEM | LocalHost [NVR] The IP is been changed.<192.168.0.126>.
2024/02/05 13:52:10 | notice | SYSTEM | LocalHost INVRI network eth0 is connected. b
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“- InPrivate (4) im] [B Log System

< O FZEE | 192.1680.126

L Efticst
BATERELE BEERE LR ERTNGHE
NVR #4r4CEs
=E:C] v ERBIAI VB <« < > = BSEBERENE 20 v
Fig | 5
=N E AR
2024/02/07 11:06:46 | notice | SYSTEM | LocalHost [NVR] network ethO is connected.
2024/02/07 11:06:46 info | SYSTEM | LocalHost [NWR] The IP is been changed.<192.168.0.126>.
2024/02/07 11:06:32 info | SYSTEM | LocalHost [NVR] Watchdog On
2024/02/07 11:06:32 info = SYSTEM @ LocalHost [NVR] System is ready for starting up.
2024/02/07 11:05:27 | notice | SYSTEM | LocalHost [NVR] System is rebooting.
2024/02/07 10:56:47 | notice | SYSTEM | LocalHost [NVR] network ethO is connected.
2024/02/07 10:39:46 err SYSTEM  LocalHost [NVR] network eth0 is disconnected
2024/02/06 13:38:51 | notice | SYSTEM | LocalHost [NVR] network ethO is connected.
2024/02/06 13:38:51 info | SYSTEM | LocalHost [NWVR] The IP is been changed.<192.168.0.126>.
2024/02/06 13:38:06 info | SYSTEM | LocalHost [NVR] Watchdog On
2024/02/06 13:38:06 | notice | SYSTEM | LocalHost [NVR] System had not been shutdown normally.
2024/02/05 14:53:43 info = SYSTEM @ LocalHost [NVR] Firmware upgrade had successed v
a N b
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_ ower User" AEHEIRT LG B R Zr e
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Bl | 0272 ERrEeBHEHREE SRR =pr e
= = =1 = T R
ooy | BB RHEMECISARRRIEIREN W
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T8 =X
'd-t%4 s SHCER
> fRERE BRERELE B ERELE BRETRCHE
v P W
> EElSnE TFRRiCiiBE
_ B A v BBA v B#1v] == < > > BSEATRENEY
rﬁi—] T > BERSY =
v BERESEIE 2024/02/05 13:51:57 notice [HW] enable fan control
2024/02/05 13:51:57 info [HW] System is starting to work.
> BERE 2024/02/05 13:48:29 notice [HW] enable buzzer notice.
2024/02/05 13:48:29 notice [HW] enable fan control
Bl 3
> BHHRRESE 2024/02/05 13:48:29 info [HW] System is starting to work.
> EfERERS 2024/02/05 13:09:59 notice [HW] enable buzzer notice.
2024/02/05 13:09:59 notice [HW] enable fan control.
> EFHHGF 2024/02/05 13.09:59 info [HW] System is starting to work_
i 2024/02/05 13:.07:03 notice [HW] enable buzzer notice.
v HREE 2024/02/05 13.07:03 notice [HW] enable fan control
> iscsl 2024/02/05 13.07:03 info [HW] System is starting to work.
2024/02/05 13.06:16 notice [HW] system reset trigger by reset button.
> WRER 2024/02/05 11:50:49 notice [HW] enable buzzer notice.
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“ InPrivate (4) D E] User Management

SO () A FZE 192.1680.126
v IP R
> BYESE

> WERSH

> REHIRAE

v BEREHFER

> BERE

> EHEREER

> EHERERS

> ETH#H
v &n

> USB &%
v HRBEER

> RIS

> @ETE
v LipEiE
v &R

> REHEH

InPrivate (4) [ (3 Log System

A FZE  192.1680.126

a
WS e ES al ELE

BRiIERASLE s ERE L BETNCH
IERSACERIBAE
B #Al VIBBIAT  V|EHv] « < > > SHERENEH 20 v
Fig
H# B R il Fii3=

2024/02/07 11:06:32 notice [HW] enable buzzer notice

2024/02/07 11:06:32 notice [HW] enable fan control.

2024/02/07 11:06:32 info [HW] System is starting to work.

2024/02/06 13:38:06 notice [HW] enable buzzer notice.

2024/02/06 13:38:06 notice [HW] enable fan control.

2024/02/06 13:38:06 info [HW] System is starting to work.

2024/02/05 14:53:06 notice [HW] enable buzzer notice

2024/02/05 14:53:06 notice [HW] enable fan control.

2024/02/05 14:53:06 info [HW] System is starting to work.

2024/02/05 13:51:57 notice [HW] enable buzzer notice.

2024/02/05 13:51:57 notice [HW] enable fan control. v

L 4 D I
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192.168.0.126

1 user user 17345 0 06 0 O 12345 6 0 0l O X X X XXX
2 admin1 POWEr 12345 0 |0|0|0|0|12345|/0|0| 0| O |X|x|O|x|X|Xx|| ME

user

:I BEEERE

L 253 user
—fERE v
_ (BEEBER)
E} 7T B 8z
o
W v B B/ 8Ess0 /8 Esm3 B/8Esma

NS E S HER
(B T s

PTZ E8#es U SaRE WaEsL UFHas UWEs

M=z

VB VR V) VR K] (VB2 ¥
@ mzms

E20EERER

wE Bauss
= BEA
meeE | apgy | 2e2s | 26AE  SrResEg | AERER
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o HKRPEEARBRPY

T8 =% 1

" InPrivate . )

< C w

Log System

]—ﬁi—] _.r > Quick Configuration Current User History of User Log File Access Log
T
v [P Camera
= e
f_vFLa F] > Camera Settings NVR Log
Date] Al v|LevelAl  v|Page[23v| << < > >» Numberof
> Camera Parameter Displays|{20 ~ Save

> Eamem Slates | Date&Time | Level | Account | IP Address

- Recording & Event 2024/01/18 23:22:38 info | SYSTEM @ LocalHost [NVR] The IP is been changed.<192.168.1.102>.
2024/01/18 23:20.37 info | SYSTEM @ LocalHost [NVR] The IP is been changed.<192.168.1.102>.

> Recording Settings 2024/01/18 23:20:29 | notice  SYSTEM = LocalHost [NVR] network eth0 is connected
o E R — . 2024/01/18 23:20:29 info | SYSTEM @ LocalHost [NVR] The IP is been changed.<192.168.1.102>.
ven ction Managemen
9 2024/01/18 23:20:15 info | SYSTEM | LocalHost [NVR] Watchdog On
> Event & Action Summary I 2024/01/18 23:20:15 info | SYSTEM @ LocalHost [NVR] System is ready for starting up. I
> E-Mail RSfRsl B e

w» Disk Mananement
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InPrivate

(m]

[ Log System

¥ Quick Configuration

> Quick Configuration

v IP Camera

S
o

> Camera Settings
> Camera Parameter
> Camera Status

¥ Recording & Event

> Recording Settings

> Event & Action Management
> Event & Action Summary

> E-Mail

v Disk Management

> isCsl

L

192.168.0.126,

Log System

Hardware Log

Current User

History of User Log

Event Log

File Access Log

NVR Log

Date/ All

~| Level Al

~| Page[1

v| =<

Displays[20 v

2024/03/20 11:06:01

Save

info

S

IP Address
undefined

< > » Number of

Message

undefined

UZAT03120 102519 nolice . SYSTEM

2024/03/20 10:25:19
2024/03/20 10:25:056
2024/03/20 10:25:05
2024/03/20 10:23:59
2024/03/20 09:17:08
2024/03/20 09:17:05
2024/03/20 09:17:01
2024/03/20 09:16:52
2024/03/20 09:16:51

info
info
info
notice
notice
emr
notice
em
notice

SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM

Tocamost
LocalHost
LocalHost
LocalHost
LocalHost
LocalHost
LocalHost
LocalHost
LocalHost
LocalHost

TNURT Networl

Sty 15 connected

[NVR] The IP is been changed.<192.168.0.126>
[NVR] Watchdog On

[NVR] System is ready for starting up.

[NVR] System is rebooting
[NVR] network eth0 is connected
[NVR] network eth0 is disconnected
[NVR] network eth0 is connected.
[NVR] network eth0 is disconnected
[NVR] network eth0 is connected

<4 —
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.‘ InPrivate (im] D Log System

= 0

v Quick Configuration Hardware Log System Log Event Log

> Quick Configuration Current User History of User Log File Access Log

» IP Camera

> Camera Settings NVR Log
Date| All ~| Level Al v|Pagel307v| << < > =>> Numberof
> Camera Parameter Displays/20 Save
= Recording & Event 2024/04/02 11:09:24 info = SYSTEM | LocalHost [NVR] Firmware upgrade had successed
_ 2024/04/02 11:09:00 | notice SYSTEM | LocalHost [NVR] network eth0 is connected
g] 7]1 > Recording Settings 2024/04/02 11:09:00 info  SYSTEM | LocalHost [NVR] The IP is been changed.<192.168.0.126>.
R e 2024/04/02 11:08:47 info | SYSTEM | LocalHost [NVR] Watchdog On
gﬁ_, p’; > Event & Action|ianagement 2024/04/02 110847  info  SYSTEM | LocalHost [NVR] System is ready for starting up
> Event & Action Summary 2024/04/02 10:56:54 info = SYSTEM | LocalHost [NVR] Firmware upgrade had successed
2024/04/02 10:56:30 | notice | SYSTEM | LocalHost [NVR] network eth0 is connected.
> E-Mail 2024/04/02 10:56:30 info  SYSTEM | LocalHost [NVR] The IP is been changed.<192.168.0.126>.
g 2024/04/02 10:56:17 info | SYSTEM | LocalHost [NVR] Watchdog On
¥ Disk Management 2024/04/02 1056117  info | SYSTEM | LocalHost [NVR] System is ready for starting up
> iSCsl 2024/04/02 10:42:57 info | SYSTEM | LocalHost [NVR] The IP is been changed.<192.168.0.126>.
2024/04/02 10:42:56  notice A SYSTEM | LocalHost [NVR] network eth0 is connected.
> Disk Management 2024/04/02 10:42:53 = er  SYSTEM | LocalHost [NVR] network eth0 is disconnected
2024/04/02 10:39:08  notice SYSTEM LocalHost [NVR] network eth0 is connected.
> Storage Volume Management 2024/04/02 10:38:54 inffo  SYSTEM | LocalHost [NVR] Watchdog On
> File Sharing Service 2024/04/02 10:38:54 info | SYSTEM | LocalHost [NVR] System is ready for starting up.
2024/04/02 10:36:59  notice | SYSTEM | LocalHost [NVR] System is shutting down
v Backup I2024-O4'02 10:36:52 err SYSTEM | LocalHost [NVR] network eth0 is disconnected I

> Schedule/Manual
<< < = =2

> USB Backun
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InPrivate (im]

C

Log System

> Quick Configuration Current User History of User Log File Access Log
C__________________________________________________________________________|

v IP Camera

ﬁl T‘F > Camera Settings NVR Log
Date/ All ~| Level Al v|Page/1 v| << < > > Numberof
= F]g > Camera Parameter Displays[20 v Save
> Camera Status
Date & Time Account Message
¥ Recording & Event
2234;?4{32 notice SYSTEM LocalHost [NVR] network ethQ is connected.
> Recording Settings
) 11-06-01 info 1131 1 3#er#SYSTEM LocalHost [NVR] network eth0 is disconnected
> Event & Action Management 2024103120
10:25-19 notice SYSTEM LocalHost [NVR] network eth0 is connected.
> Event & Action Summary E
2024/03/20 . [NVR] The IP is been changed.
102519 info SYSTEM LocalHost <192 168.0 126+
> E-Mail
2?342/23&0 info SYSTEM LocalHost [NVR] Watchdog On
v Disk Management
202%/[)?,20 info SYSTEM LocalHost = [NVR] System is ready for starting up.
. 10:25:05
> iSCsl
2?545335,30 notice SYSTEM LocalHost [NVR] System is rebooting
> Disk Management —
2852;%/?3{;20 notice SYSTEM LocalHost [NVR] network ethQ is connected

> Storage Volume Management e
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InPrivate (4) = [ [ MNetwork Setup

© F&E | hips//192.168...

> BRERE HTTP ]

> BEHSH

> BRI BERE

Rl

- B REBEHEE HTTPS
P p
> pERE =
> SHAREEE ey 443 |
> BHARESSE fB51: Ports : 1234~1362 FE 89 ports B# 24 TER
N it HTTPS MAEEERBEEE
w huhEETE RIS EE

£] *Z, 7485 (host 192.168.0.126)
File Edit View

Destination Protocol  Length Info
192.168.0.143
3 s 2 - 3
5 19"’ 168.0.143 192.168.0.126 61 Alert (Level: Fatal, Description: Certificate Unknown)
16 5.471... 192.168.0.143 192.168.0.126 54 38252 — 443 [FIN, ACK] Seq=695 Ack=151 Win=1049344 Len=0
17 5471... 192.168.0.126 192.168.0.143 60 443 — 38252 [FIN, ACK] Seq=151 Ack=696 Win=30576 Len=0
192.168.0.143 192.168.0.126 54 38252 — 443 [ACK] Seq=696 Ack=152 Win=1049344 Len=0
72... 192.168.0.143 192.168.0.126 P 66 38253 — 443 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 WS=256 SACK_PERM
... 192.168.0.126 192.168.0.143 t 66 443 — 38253 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 MS5=1460 SACK_PERM WS=16
... 192.168.0.143 192.168.0.126 54 38253 — 443 [ACK] Seq=1 Ack=1 Win=1049600 Len=0
_ E . 192.168.0.143 192.168.0.126 v12 773 Client Hello
g] 7T 23 54 . 192.168.0.126 192.168.0.143 60 443 — 38253 [ACK] Seq=1 Ack=720 Win=30640 Len=0

. 192.168.0.126 192.168.0.143 v1.2 204 Server Hello, Change Cipher Spec, Encrypted Handshalke Message

192. 168 0. 143 192. 168 0.126 3 105 Cha.nge CIpha' Spec Encrypted Handshake Message
2 g 10
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(7) P@%PABEFREANDRL PARBRELFNENAPT FEA6 » FRE
AT Al FHRITDBIMAG -

(8) BBEFMREMANEIIFH AN 1L > WA KT T LR TN T
PRy AR Y K RET p T HIM R R R

BlIRRE R

(1) #es i LBUPIPRRGE » 2 RAFR R * ¥7 f FR/MA G2 KE -

(2) ks L ESNMPIRAY » 2 IRFFER Y X7 § AR/ L LZHE o

B) F@sk AL F AR LA UR - FIRBRER Y F7h FR/MS T ZKE -

(I @R)EEETEE -

A (DI@)EEEFFEHL- -

PR EER D LU SRR T W s R (UPHP) ~ B Bt T 2 (SNMP) - %
F e B i34 2 (Bonjour) 2. e BE PR AR o

— 113



B ¥ P j’ % E

Fl7 & L%~ P 2945 855
£:(03)3280026 1% % :(03)3276198
Ya¥E  24-01- CAV 033-01

o R

.El&‘
1‘

o
L

w2

l\)

cER SRR

Foex:114 2. 195F

L

LN

Rl

rnmapig (TR o MR TR H R p T - R

B BRI T HRRIE S B TE

1 3fsh 4 330 % WEFE T 0 3PS RIRTE 0 RIR g

Rk E e
2. LAY H R E T T IRTE
KE

3. RS E A AR R R T RAE o

12 % (UPNP) & fj B 4% # 12 12 2R i+(SNMP)

VRAE R H TR FRIM L

j iR N e AR A T

mid 1§
O% i i§

O% if *

%”’ B iTHIM

o jwiRllg & & B

T8 =% 1

g] T 6321 EnfEREFERERTHTHM" #BiEsE FEMEEAETEITREA" HiEEERF
BT ThRE o B 0 B ARERE R W H BE

;ﬁ_, ks TE(UPnP) - B B S REE I 6 TE (SNMP) B2 Bonjour SR R R S\ R (UPaP) (FE S BERY) - RIEEEH
BERE - BEEIRRIE (SNMP) (T8 3 RERS)

— 114




PARE A o R S RRIREY

FAMKRRTHRE
FE T S L E Y P E29% 8EL
T 3£:(03)3280026 i £ :(03)3276198

wwe
3F 4 e 1 24-01-CAV-033-01 Fo=x: 115 2. 195F
T8 =X
M [ Network Service
© F&Z | htps//192.16...
HEEEAES ; BRI AR E SR
IP &
B
o

im} [) Network Service

© == | htps//192.16..

EEARE U] grsn BB REESE

IP &2




PR A CBE SRREREY

FPITHT
PP & LR M EL20% 8
7 2£:(03)3280026 1@ 7. :(03)3276198

3F 4 e ¢ 24-01-CAV-033-01 Fo=x:116 2. 195F

T8 =X 3
SNMP F kx

: InPrivate (2) [ SNMP Settings

© F&=E | hips//192.16..

Ejbfg_%ﬂ# Féﬁ

o

— 116



B2 A DR SRRRES

T AR PIT R E

FFE T S L E Y P29 85L

T 3£:(03)3280026 % ¥ :(03)3276198
4F 2 4255 1 24-01-CAV-033-01

T8 =X 4
# % ¥ Bonjour - ¥4 Bonjour sk ik

o117 2. 195

R

50 BILREEFR]

4U0:ES: 25 (Agugtor)

# (1 hozt vp) scanned in 0.19

— 117




MBI A S BE SRBIREY <

T AR PIT R E

FeF® b L F v P R29% 85

T +£:(03)3280026 & % :(03)3276198
3% 2 4% 1 24-01-CAV-033-01

6322 FK NG FFRERP (F 285 1%)
(@) Blz#iz¥ : CNS16120-12.6.3.2.2
(b) JRISE P &0 B SRGESR LB PR E G T R L g
(C) ki
(1) +#5% @ BF3 IR TR B o
(2) o= F 0 il (PR JSUEHHG L A6 o B i r 27 o
(d) BIFF & $BRBIES-
(€) Iz 2
(1) #RIFRET ol Fidm i o
(2) ERHmER* AP > BB 246 @1 5 -
(B) L% 7 FHE BB FEITE X 2 E A
(4) & 55w il FAEYARE 0 Pl2pR6.421~642264.23- 6424 7
BFEWPI % 2o
G)M$%%
1) = B IEE ,bfghﬁ_}ky £
(2) £ it ,rga,, MIFEHGL 6 o SRR L
(B) # ¥ it » PR A ARBHN 2 45 > 2 & R FAREY > L FHEHBIIFE

R
1
-

11118 2. 195

F_
‘24

6.4.21+~6422-~6423~6424z2 pl:RPlEE% o

(DA s 2QQ@FEFTRE -

2EFEI(D)ELEEFFE 2 QQR)EEEFAFLEE - o

7 _Q‘E'H' : ‘Iﬂj_ °

o HipE%
e 5
MEZHEE > e BLvE 4 5N il

0% i i
O% if *

— 118




T AR PIT R E
FEFT OB L E 2 PR 294 85
7 +£:(03)3280026 ¥ E :(03)3276198
4% £ %5 1 24-01-CAV-033-01

PABE A 5T e R

e Rz % B R

gﬁ\:‘ NN

Foex:119 2. 195F

T8 =X

5] T

6.3.2.2 T 5B

ﬁﬁ@mﬁﬁw‘ ; ‘

EENEREREER

TP | FERPRIEE -
IE =X 2

Category:

[=]- Session
¢ . logging
=1~ Teminal

- Keyboard
- Bell
- Features

- Appearance
- Behaviour
- Translation
[+~ Selection
i... Colours
= Connection

- Data

- Proy

- 55H

- Serial

- Telnet

- Rlogin

- SUPDUP

Basic options for your PUTTY session

Specify the destination you want to connect to

jmr |P W‘u Pt
[152 1680 126 2 |
Connection type:
©5ssH (O Seral (OCther:  Telnet
Load, save or delete a stored session
Saved Sessions
Default Settings Load
192.168.130.54
Save
Delete
Close window on exit:
O Aways O Never @ Only on clean exit
Open Cancel
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£8 purt

Category:
- Session Basic options for your PuTTY session
i ~ Logging Specify the destination you want to connect to
=)~ Terminal
. Keyboard
B 152.168.0.126 23
- Features Connection type:
& Window (8SH (O Seial @ OCther  Tenet w
- Appearance
- Behaviour Load, save or delete a stored session
i Translgtmn Saved Sessions
[#- Selection
= Connection Default Settings Load
. Data 152,168 130 54
. Proxy Save
- 55H
* ) Delete
- Serial
- Telnet
- Rlogin
- SUPDUP Close window on exit:
() Aways () Mever @ Only on clean exit
About Cpen Cancel
R,

e Metwork error: Connection refused
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Login X (=]

DIGIEVER

Username
7 Password [

;'5_, j3E B Remember Username and Password

T8 =% 2

W Burp Suite Community Edition v2.1.04 - Temporary Project = (m] x
Burp Project Intruder Repeater Window Help

{ Dashboard lTarget IProxy I Intruder IRepeater ISequencer [Decoder ]Ccmparer [Extender [Project optiens [User options }

! { Intercept I HTTP history IWebScckets history [Options }

‘ Filter: Hiding CSS, image and general binary content ‘@
# 4| Host |Method | URL |Params | Edited Status  |Length Ml
82 http://192.168.0.126 POST Nlegin.cgi/cgi_main.cgi v 200 292 tex 2
63 http://192.168.0.126 POST }/login.cgi/cgi_main.cgi | 7 302 315

64 http://detectportal.firefox.com GET /canenical.html 200 317 X

65 http://192.168.0.126 GET findex.htm 200 13573 H
g% http://192.168.0.126 GET lis/myTop.js 200 28778 scriv

Request | Response
rﬁ:]'ﬁ‘. Raw Params[Headers Hex

o POST /login.cgi/cgi main.cgi HTTP/1.1

f:;,_, j3E Host: 192.168.0.126

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; 1v:123.0) Gecko/20100101 Firefox/123.0
Accept: text/htmnl, application/xhtml+xml,application/xml:q=0.9,image/avif, image/webp, */*:q=0.8
Accept-Language: zh-TW,zh:q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 165

Onigin: http://192.168.0.126

DNT: 1

See-GPC: 1

Connection: close

Referer: http://192.168.0.126/

Cookie: HSESSIONID=::{fff:18353952141711593157; token=1711593123ounINtZpeX8DL{CsxJGESZKz; needDownload=0: logincheck=false: PAGE=2
Upgrade-Insecure-Requests: 1

T

icgiName=login.cgi&page=%2Findex htmé&action=none&userName=admin&userPasswd=Admin1234&browserType=firefox&unNeedLogged=& clientName=Firefox&
ad_login=0&remember_account=

< ||+ || = ||Type a search term 0 matches
@ 1
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W Burp Suite Community Edition v2.1.04 - Temporary Project - [m] X

Burp Project Intruder Repeater Window Help

{ Dashboard ]Target [Proxy [Intruder IRepeater [Sequencer [Decoder ]Ccmparer [Extender [F’rcject optiens [User options

! {Intercept [ HTTP history IWebScckets history [Options }

‘ Filter: Hiding CSS, image and general binary content ‘@
# .‘ Host ‘ Method | URL | Params ‘ Edited ‘ Status | Length ‘ Mil
165 http://192.168.0.126 POST /legin.cgi/cgi_main.cgi v 200 292 tex
166 |http:n‘1 92.168.0.126 POST /legin.cgi/cgi_main.cgi v v 302 315
167 http://detectportal firefox.com GET /canonical.html 200 317 X
168 http://192.168.0.126 GET /login.htm 200 37769 HT,

_18& http://detectportal.firefox.com GET /success.ixt?ipve v 200 235 texv
- T

JIOriginaI request I Edited request ] Response }

J Raw I Params [Headers W

POST /login.cgi/egi main.cgi HTTP/1.1 L
Host: 192.168.0.126
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:123.0) Gecko/20100101 Firefox/123.0
Accept: text/html,application/xhtml+xml,application/xmnl:q=0.9,image/avif,image/webp,*/*:q=0.8
Accept-Language: zh-TW,zh:q=0.8.en-US:q=0.5,en:q=0.3
Accept-Encoding: gzip, deflate
Content-Type: application/x-www-form-urlencoded
Content-Length: 166
Origin: http://192.168.0.126
DNT: 1
See-GPC: 1
Connection: close
Referer: http://192.168.0.126/pre_out.htm
Cookie: HSESSIONID=:{fff:18353952141711593157; token=1711593123ounINtZpeX8DL{CsxJGESZKz; needDownload=0: logincheck=false: PAGE=2
Upgrade-Insecure-Requests: 1
lcgiName=login.cgi&page="%2Findex htmé&action=none&userName=nouser&userPasswd=ADobps156&browserType=firefox&unNeedLogged=&clientName=Firefox&
ad_login=0&remember_account=

5 A4 2. g "\ Am— ey 4 B Y A% 2. 4 N\ Am— Py pa

B 20 B FRdEivandte B % 1=t & FRIEkivanite
W Burp Suite Community Edition v2.1.04 - Temporary Project - [m] X
Burp Project Intruder Repeater Window Help
{ Dashboard lTarget IProxy [Intruder IRepeater ISequencer [Decoder ]Ccmparer [Extender [F’rcject optiens [User options }

{Intercept [ HTTP history IWebScckets histery [Options }

‘ Filter: Hiding CSS, image and general binary content ‘@
# .‘ Host ‘Methcd |URL |F'arams ‘Edited ‘Status |Length ‘MII
165 http:/1192.168.0.126 POST /login.cgi/cgi_main.cgi v 200 292 text
166 |http:ﬁ1 92.168.0.126 POST /login.cgi/cgi_main.cgi v v 302 315
167 http://detectportal firefox.com GET /canonical.html 200 317 X
168 http://192.168.0.126 GET /legin.htm 200 37769 HT,

_16K5 http://detectportal.firefox.com GET /success.ixt?ipve V4 200 235 texv
- T

Original requestl Edited request I Response }
Raw | Params [Headers Hex
POST /login.cgi/cgi_main.cgi HTTP/1.1 =

Host: 192.168.0.126

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; 1v:123.0) Gecko/20100101 Firefox/123.0
Accept: text/html,application/xhtml+xml,application/xmnl:q=0.9,image/avif.image/webp,*/*:q=0.8
Accept-Language: zh-TW,zh:q=0.8.en-US:q=0.5,en:q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 165

Origin: http://192.168.0.126

DNT: 1

Sec-GPC: 1

Connection: close

Referer: http://192.168.0.126/

Cookie: HSESSIONID=::{fff:18353952141711593157; token=17115931230unINtZpeX8DL{CsxJGESZKz; needDownload=0; logincheck=false; PAGE=2
Upgrade-Insecure-Requests: 1

kgiName=login.cgi&page="%2Findex. htm&action=none&userName=admin&userPasswd=Admin1234&browser Type=firefox&unNeedLogged=&clientName=Firefox&
hd login=0&remember_account=
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d Burp Suite Community Edition v2.1.04 - Temporary Project

Burp Project Intruder Repeater Window Help

{ Dashboard lTarget IProxy I Intruder IRepeater ISequenc

! { Intercept I HTTP history IWebScckets histery [Options }

‘ Filter: Hiding CSS, image and general binary content

#  + Host \Method | UR
165 http://192.168.0.126 POST

166 http://192.168.0.126 POST

167 http://detectportal.firefox.com GET

168 http://192.168.0.126 GET

716\9 http://detectportal firefox.com GET

Original request ] Edited request IResponse |
Raw | Headers | Hex

HTTP/1.1 302 Found

Location: /login.htm
X-Frame-Options: SAMEORIGIN
X-UA-Compatible: IE=EmulateIE10

Login +
¢l O 2 o 192.168.0.126

DIGIEVER

Username
Password

B Remember Username and Password

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, p!
Pragma: no-cache

Connection: close

Date: Thu, 28 Mar 2024 02:36:19 GMT

Server: lighttpd/1.4.59

Content-Length: 0
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ok

Camera Settings X “+

DIGIEVER

Configuration Utility Camera Settings

» IP Camera Camera Settings

> Camera Settings

> Camera Parameter

> Quick Configuration

Camera No.
Camera Name

> Camera Status IP Address

v Recording & Event Brand [T

Login X + v - O

- EEEEETN o o o

DIGIEVER

Usename (I
Password [

B Remember Username and Password

_m_ [ e
asto vl Login Ml Cancel |

Copyright 4. All Rights Reserved.
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(b) RIFEP P ARFELGFALABEIE LT -
(c) sk i*ifit !
(1) ede imidsk & & o v afk (PP
(2) FiFsk 23 L2 2m Fnlsg] > Rl RIREIE D 2 Y o
(d) #IFEF 5 SBRRBEL-
(e) Iz 2 ¢
(1) A ulHplR T s AR R B o
(2) ZRBEmER Y AP > BB PR 6@l 5T -
(3) ﬁ%] e 2 @ H R A il (7 AE 0 e AR S 4 T K
(4) B3 Ttz P HIE S RALESSERL
() Bl
P EEB R L REHETIN LR R KIS R A

Fo=c:131 2195

o

FAEE RS LR s

o P %E

T Z5%
@;] »E 2 % K s el (745 0 BEF L4 5 T Wrong Username or
Password | (#~ P38 78 =X 18] 1) ﬁg?] T 2 ?‘f »Bgor A 5 TWrong il iF
Username or Password ; (4 R385 = 2R]1) - Flpt g2 a4 d g2 & % F L4 o4 ﬁ:@
[
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5] T

Fp & wPivate@ [ [ Login

Username

Password

DIGIEVER

T8 =%
" InPrivate (2) 1} |1’1 Login
<« O A FEF | 192.168.0.126
Username
Password

&« O A FEZE | 192.168.0.126

B Remember Username and Password

!T‘ fo!

Copyright @ 2024 All Rights Reserved.

DIGIEVER

English ~

B Remember Username and Password

Dl ¥

ogin TR
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ok
W
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InPrivate ) [ [ Login

&, A FZEZE | 192.1680.126

DIGIEVER

Username

Password

B Remember Username and Password
O

Copyright @ 2024. All Rights Reserved.

InPrivate @ [ [ Login

A FZF | 192.1680.126

DIGIEVER

Username

Password [

B Remember Username and Password

O okt
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RIED ht BBk b AE— .

WoREIEE I EREAVEGEI Y o

RIFEH Bt FRRIEL-

RITEH I

(1) #RFRT s FE KR RRFRE -

(2) Ryfpdskiz e * 5 o B2 3040 6 @1 & 3 E E o
(3) Rldrite X RpPEA 2 B 0 WAL E & & dp & (fingerprint) -

(4) LERBRET NRORH L o

) £4# % &H(2)~Q) -

BlERE g
(1) FRIFBAESER PRI 5 BERFHE - L NRFREL TS - BFp K
i e

() FRBEEEET 2RI SSHEB RS L > £ 3 IRTR 2G5 5 554
wip B o
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6.4.1.5 % F]+ W BRI (X 255 2%)

(@) BlzEiEdy 1 CNS16120-12.6.4.1.5 -

(b) RIFFP e A BRFERE 2 NS R AR S TS EN2  Ehs )

(c) @& ixi !
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}éﬁt’# o
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(4) L FWEAR? A * {2 JRF%(short message service, SMS) & P~ 5 35 75 ©
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B U] 1072 1123 . 192.168.0.143 192.168.0.126 TCP 54 38253 — 443 [ACK] Seq=7220 Ack=866730 Win=1049600 Len=0
= F] 1073 1123 . 192.168.0.126 192.168.0.143 TCP 1514 443 — 38253 [ACK] Seq=866730 Ack=7094 Win=34960 Len=1460 [TCP segment of a reassembled PDU]
1074 1123 192.168.0.143 192.168.0.126 TCP 54 38253 — 443 [ACK] Seq=7220 Ack=868190 Win=1049600 Len=0
1075 11.23 . 192.168.0.126 192.168.0.143 TCP 68190 Ack=7094 Win=34960 Len=1460 [TCP segment of a reassembled PDU]

1076 11.23... 192.168.0.143 192.168.0.126 TCP

220 Ack=869650 Win=1049600 Len=0

Frame 106
Ethernet II.
Internet Pry
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